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Revision History

This section records the change history of this document.

Name Date Reason For Changes Version
Vincent Le Toux 21/02/2013 | Creation 1.0
Thierry Martin 28/03/2013 | Update 1.1
Vincent Le Toux 26/04/2013 | Update to 1.0.1.0 1.2
Vincent Le Toux 22/07/2013 | Improved the troubleshooting paragraph 1.3
Daniel Bhatoa 24/09/2015 | Minor adjustments to troubleshooting 1.4

Vincent LE TOUX 17/05/2026 | Update to 2.0 (complete rewrite) 2.0
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System Specifications

EIDVirtual is using a UMDF version 2 driver to install a virtual smart card reader.
The virtual smart card is implemented using the GIDS specifications.
The following operating systems are supported:

e Windows 10, 11 and later

e Windows 2016,2019,2022,2026 and later

Installation

Run the installer. The user performing the installation must have administrator privileges.

M EIDVirtual Enterprise Edition Setup — >

Please read the EIDVirtual Enterprise Edition
License Agreement

1::‘1

My:maorilogon

EID Virtual Smart Card -
Enterprise Edition I
Copyright (C) 2005-2013 My

Smart Logon

1. Preamble: This Agresment
governs the relationship
betwsen the user (hersinafter:
Licenses) and mysmartlogon
whose principal place of

1 —

B3I accept the terms in the License Agreement

Erint Back ', Install Cancel

During installation, a device driver must be installed.

You must click on Install.
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Windows Security x

i Would you like to install this device software?

Mame: MySmartLogon Smart card readers
Publisher: My Smart Logon SA5

B Always trust software from "My Smart Logon SAS". Install | Don'tInstall |

! You should enly install driver software from publishers you trust. How can | decide
which device software is safe to install?

M EIDVirtual Enterprise Edition Setup = ey

|

Completed the EIDVirtual Enterprise
Edition Setup Wizard

E
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Click the Finish button to exit the Setup Wizard.

B Lzunch the configuration wizard

Cancel

On Windows XP, if driver signing is enabled (not the default), the following warning may be
shown. You must click on "Continue Anyway".
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Create a virtual smart card

The installer adds entries to the Start menu:

All < Back
Camera

©
Clock
E

- EID Virtual Smart Card
New

Configuration Wizard
New

o

,
L0

Smart Card manager
New

L
]

Feedback Hub

File Explorer
System

Game Bar
System

Get Help
System

o8 o1y -

Get Started
System

adiant (')

d

You can launch the "Configuration Wizard" to create a new Virtual Smart card.
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£ EIDVirtual GIDS Card Configuration Wizard *

EIDVirtual GIDS Card Configuration Wizard

This tool initializes a card where the GIDS applet has just been installed. It configures the PIN, the
admin key and installs the file system. This operation is performed once.

Drive: [H P Clear the card

The PIN must be between 4 and 16 characters long. It can indude digits only.

PIM: Qooo

The Admin Key is present to unblodk the card if the PIN is lost. The Admin Key must be an
hexadedmal string containing 48 characters.

Admin Key: 000000000000000000000000000000000000000000000000

The serial number is used to identify the card uniguely. Itis an hexadecmal string having 32
characters,

Serial number: SEDS5455E022F 2D40E 20E48495388C3F7 Generate

Initialize card Cancel

Insert a removable device and the associated drive letter will appear instantly.

Note: The "Drive" list is automatically updated when a new removable device is inserted.

Choose a PIN and click on Format.

Success

Congratulations! Your GIDS card has been successfully
initialised.

‘Would you like to launch the Smart Card manager?

Remove and insert the device again to trigger the container load.

Your virtual smart card has been successfully created.
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Manage Virtual Smart Card

You can launch the "Smart Card Manager" to edit the content of your smart card or any CAPI
compliant tool, like Internet Explorer or the mmc certificate snap-in. In this documentation, only
the "Smart Card Manager" will be described.

Run the "Smart Card manager" using its shortcut in the start menu. When launched, the
manager will try to read a virtual smart card. The following dialog will be shown if no virtual
smart card is present.

Insert Smart Card >

@ A smart card has been selected. Press OK to continue.

Details
Smart card readers: Smart card inserted:
a |dentity Device (Microsoft Generic Profil
R et i Smart card status:
Virtual Beader The card is available for use.

0

Cancel Details <=

Important: if you see “Smart card inserted: Unknown”, look at our troubleshooting section.

To continue further, you must insert a token previously formatted by the "Configuration Wizard".

Note: if no virtual smart card reader is present, you can restart the "Smart Card" service.
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EIDVirtual Smart Card manager

E'E Smart Card Manager — b4
- e

EIDVirtual Smart Card manager EE MySmarilogon
This tool allows you to view and edit the content of your virtual smart card. You can generate a new self signed
certificate, import an existing certificate, request a Smartcard logon certificate or delete existing certificates.
Double-dick a certificate to wiew it. Right-did: for more options. Clidk a column header to sort.

Certificate Key Usage

'ﬂ The smart card is empty

Generate Impart Request Delete Refresh
1 certificate(s)

Reader: MySmartLogon Virtual Reader 0

Note: by default, no certificate is present and the following icon is shown:

The smart
card is empty

Generate
This button creates a self-signed certificate. The key length is 2048 bits.

Note: the GIDS specification and the current Microsoft implementation supports only 1024 and

2048 bits lenghts

Import
This button imports a .p12 or .pfx file. A .p12 file contains a certificate and its associated

public/private key pair. This file is protected by a password.
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Impaort a certificate with its private key l&

Important note :

Windows denies by default the import of private keys to smart card. The policies
involved are AllowPrivateSignaturekeyImport and AllowPrivateExchangekeyImpart.

This wizard will temporary alter these policies to import the file. However if this wizard
is not run as administrator, it will fail with the error "Access Denied”,

File : E]

Password :

[ Ok ][ Annuler ]

b

Important: by default importing a certificate is prohibited by the Windows default Policy. Ensure
the tool is run as administrator to import a file.

Request

This button requests a smart card logon certificate on behalf of the current user from the Active
Directory Certificate Authority, if one is installed. The key length is 2048 bits.

Note: The Enterprise PKI component must be installed and the user MUST have the right to
request a certificate using the template Smart Card Logon (the default template must be loaded,
using a custom or duplicated template will not work).

In addition, each domain controller must have a valid “Domain Controller” certificate and a valid
“Domain Controller Authentication” certificate.

Delete

This button deletes the selected certificates and their associated private keys. This operation

cannot be undone.

Refresh

This button refreshes the view if changes were made outside of this tool.

10
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PIN Change

This procedure describes how to change the user PIN (not the admin PIN) of a smart card using
the Microsoft Base Smart Card Cryptographic Provider.

Reference:

Press Ctrl+Alt+Del and choose "Change a password"

Sign out

Change a password

Task Manager

Cancel

Click on "Other credentials"


https://learn.microsoft.com/en-us/windows/security/identity-protection/smart-cards/smart-card-how-smart-card-sign-in-works-in-windows
https://learn.microsoft.com/en-us/windows/security/identity-protection/smart-cards/smart-card-how-smart-card-sign-in-works-in-windows
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- Change a password

MySmartL Virtual Reader 0
Change a password B

Enter your old PIN and your new PIN.
adiant

—— PIN
Old password
New password

Confirm PIN

Confirm password

Create a password reset disk Sign-in options

Sign-in options
Q
Q

Cancel

Change a password

You have successfully changed your PIN.
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Troubleshooting

Using certutil

Certutil is a troubleshooting tool developed by Microsoft.

Note: certutil.exe is installed by default starting Windows Vista and Windows 2008. Certutil can
be installed on Windows XP by the package "WindowsServer2003-KB304718-
AdministrationToolsPack"

Run certutil -scinfo by pressing Windows + R

= Run *

Type the name of a program, folder, document, or Internet
= resource, and Windows will open it for you.

Open: | [cmd| -

QK ] Cancel Browse...

Then “cmd” then “certutil -scinfo”

Expected diagnostic of a healthy virtual smart card

C:\WINDOWS\systemSZ\cmd. X r hd

Microsoft Windows [Version 10.8.26200.6584]
(c) Microsoft Corporation. All rights reserved.

C:\Users\adiant>certutil -scinfo
The Microsoft Smart Card Resource Manager is running.
Current reader/card status:
Readers: 1
8: MySmartLogon Virtual Reader @
--- Reader: MySmartLogon Virtual Reader 8

—-—— Status: SCARD_STATE_PRESENT | SCARD_STATE_INUSE
— : The card is heir ced b roce Expected

ATR:
3b 8c 81 ud 79 53 6d 61 T2 TU Uc 6Ff 67 6f Ge ab5 ;. .MySmartLogon.

Analyzing card in reader artLogon V
Microsoft Base Smart Card Crypto Provider: Missing stored keyset
Microsoft Smart Card Hey Storage Provider: Missing stored keyset

CertUtil: -SCInfo command FAILED: 8x80090016 (-2146893802 NTE_BAD_KEYSET)
CertUtil: Keyset does not exist

The previous screenshot shows an empty smart card, without any certificate or private key
stored (the KeySet does not exist)

13
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(Look at the ATR and the mention “SCARD_STATE_PRESENT”)

Virtual smart card not formatted or corrupted

A container not loaded will produce the following output:

CAWINDOWS\system32\cmd. X + o~

C:\Users\adiant>certutil -scinfo
The Microsoft Smart Card Resource Manager is running.
Current reader/card status:
Readers: 1
8: MySmartLogon Virtual Reader @

CertUtil: -SCInfo command completed successfully.

(Look at the mention “SCARD_STATE_EMPTY”)
In this case, no USB drive with a secure container was found.
Causes:

e USB key not formatted

e Secure container copies from one USB key to another

e Secure container corrupted (probable cause: usb key removed without having informed
the system)

Solutions:

e Run the configuration wizard to create a new container
e Run the log tool and check for errors related to corrupted container

14
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If the Virtual Smart Card reader is not loaded or if the smart card service is not running, the
following error will be shown:

-
BN Administrator: CA\Windowshsystem32\cmd .exe E

The Microsoft Smart Card Resource Manager is not running.
MaitForSingleObject: Service is in an unknown state.

CertUtil: —SCInfo command FAILED: Bx80870182 (WIN32-/-HTITP: 258>
CertUtil: The wait operation timed out.

C:“EmartCardMinidriverTest>

Causes:

e The “Smart card” service has been disabled
e The virtual smart card reader has been installed

Solutions

e Go to “service” (administrative tools), find the service and start it
e Reinstall the program
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Using EIDVirtual Trace

By default the Tracing tool named "EIDVirtualTrace" is installed in "C:\Program Files\EID Virtual
Smart Card"

. =
EIDVirtual Smart Card manager gz MySmorilogon
{ Enable J
Log Level for live fracing :
Dizabl
s [Inﬁ:rmatiun v]
‘ Save the log ‘ ‘ Live Tracing ‘

You can record a trace by clicking on "Enable", doing some actions, then click on "Save the log".

Or you can view live tracing.

EZ e EE 23

Monitoring Active
WndProcStep1(34) : Activate i
CMyDevice::InSmartCardGetState(332) : [GSTAJIOCTL_SMARTCARD GET_STATE SCARD_SWALLOWED
CMyDevice::IoSmartCardGetState(332) : [GSTA]IOCTL_SMARTCARD_GET_STATE SCARD_SWALLOWED
CMyDevice::IoSmartCardPower{366) : [POWR]IOCTL_SMARTCARD_POWER SCARD_COLD_RESET
CMySmartCardInterface::SetState(60) : INFO : Change state from 3 to 6
CMySmartCardInterface::Reset{43) : INFO : Reset

CMyDevice::IoSmartCardGetState(335) ¢ [GSTAJIOCTL_SMARTCARD_GET_STATE SCARD_SPECIFIC
CMyDevice::IoSmartCardGetAttribute(496) : [GATT]SCARD_ATTR_CURRENT_PROTOCOL_TYPE
CMyDevice::InSmartCardGetState(335) : [GSTAJIOCTL_SMARTCARD_GET_STATE SCARD_SPECIFIC
CMyDevice::InSmartCardGetState(335) : [GSTAJIOCTL SMARTCARD GET_STATE SCARD_SPECIFIC
CMyDevice: :IoSmartCardSetAtiribute(403) : [SATT]IOCTL_SMARTCARD _SET_ATTRIBUTE
CMyDevices:IoSmartCardSetAttribute(414) : [SATT]SCARD_ATTR _DEVICE_IN_USE 1
CMyDevice::InSmartCardGetAtiribute(496) : [GATT]SCARD_ATTR_CURRENT_PROTOCOL_TYPE
CMyDevice::InSmartCardGetState(335) : [GSTAJIOCTL_SMARTCARD GET_STATE SCARD_SPECIFIC
CMyDevice::IoSmartCardGetState(335) ¢ [GSTAJIOCTL_SMARTCARD_GET_STATE SCARD_SPECIFIC
CMyDevice::IoSmartCardGetstate(335) ¢ [GSTA]IOCTL_SMARTCARD_GET_STATE SCARD_SPECIFIC
CMyDevice::InSmartCardGetAtiribute(496) : [GATT]SCARD_ATTR_CURRENT_PROTOCOL_TYPE
CMyDevice::InSmartCardGetState(335) : [GSTAJIOCTL_SMARTCARD GET_STATE SCARD_SPECIFIC
CMyDevice::IoSmartCardGetState(335) ¢ [GSTAJIOCTL_SMARTCARD_GET_STATE SCARD_SPECIFIC
CMyDevice::IoSmartCardGetstate(335) ¢ [GSTA]IOCTL_SMARTCARD_GET_STATE SCARD_SPECIFIC
CMySmartCardInterface::SendAPDU(124) : INFO: CLA=00 INS=CB P1=00 P2=02 - Get Data |
CMySmartCardInterface: :APDUGetData(501) : APDUGetData ReadFile Ycardid
CMySmartCardinterface::FormatResponse(302) : INFO: return 9000
CMyDevice::IoSmartCardGetstate(335) ¢ [GSTA]IOCTL_SMARTCARD_GET_STATE SCARD_SPECIFIC
CMySmartCardInterface::SendAPDU(124) : INFO: CLA=00 INS=CB P1=00 P2=02 - Get Data
CMySmartCardInterface:: APDUGetData(501) : APDUGetData ReadFile Ycardct
CMySmartCardinterface::FormatResponse(302) : INFO: return 9000
CMyDevice::IoSmartCardGetstate(335) ¢ [GSTA]IOCTL_SMARTCARD_GET_STATE SCARD_SPECIFIC

»

m

A recorded trace is the preferred method when contacting support.

16
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If the live trace can’t start, you may have not the permission to run ETW (event tracing). This
happens in large organization were permissions are restricted. You can run Process Monitor on

the tracing process to look for errors.

2 Lo

rable to start the bace

Troubleshooting the setup

To troubleshoot setup issues, run the MSI with verbose logging:

msiexec /i EIDVirtual.msi /L*v install_log.txt

17
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