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Introduction

Smart Policy allows the configuration of existing certificates stored on smart cards issued by third party
authorities (For example the US Department of Defense [CAC smart card] or European Government [EID
Cards]). It does not install third party components. It just modifies the configuration of the active
directory, the client computers and the domain controllers.

Security Notice
By using this tool you are accepting the following security risks:

e A security breach of the third party certificate authority can lead to the generation of
certificates which can be used to logon to your system

e This tool can be used to setup a credential for any account, including the administrator account

System Specifications

The Operating systems supported to run SmartPolicy.exe are:

e Windows Vista and later

e Windows 2008 and later
Target domain controller operating systems are:

e Windows 2003 and later for UPN Mapping only

e Windows 2008 and later for UPN Mapping and Explicit mapping
Target domain member operating systems are :

e Windows XP and later for UPN Mapping only

¢ Windows Vista and later for UPN Mapping and Explicit mapping

Requirement

The ADCS (Active Directory Certificate Services) MUST be installed. It is needed to provide
authentication certificate to the domain controllers.

Installation

Smart Policy is delivered as a standalone program. No procedure is needed before launching the tool.

But you MUST accept the license in order to proceed.
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Mapping

Smart Policy can perform two kinds of mapping depending of the certificate:
e UPN mapping
o Explicit mapping

UPN mapping

The UPN mapping is the traditional way of configuring smart card logon in an Active Directory. It is the
only method working before Windows Vista.

To find the user account related to the certificate, Windows looks for the SAN attribute to identity the
UPN of the Windows account.

The requirements are:

o for the certificate
e A CRL Distribution Point (CDP) location specified in the certificate (where CRL is
the Certification Revocation List) which must be populated, online, and available.
This requirement can removed using a GPO. For example:

I T UL Funass 4] UIILELE Fuy P ULy LUS. .

| cR1 Distribution Paints [1]CRL Distribution Point: Distr. ..

R- Antharite Tnfarmatinn Arrese M1 & thnrity Tnfn Arrece: Arc

=

[1]CRL Distribution Point
Distribution Point Mame:
Full Mame:
URL =http:fcrl. comodoca. com{COMODOCodeSigningCA 2. crl

o Key Usage = Digital Signature

(& Netscape Cert Type S5L Client Authentication, SML..
Key Usage Digital Signature (80) |

=] Thumbprint algarithm shal 5

DThumbprint 3e 47 76 8cab 2d 57 7e 93 1L..

|Digita| Signature (30}

e Basic Constraints [Subject Type=End Entity, Path Length Constraint=None]
(Optional)
e Enhanced Key Usage =
o Client Authentication (1.3.6.1.5.5.7.3.2)
(The client authentication OID) is only required if a certificate is used for SSL
authentication.)
o Smart Card Logon (1.3.6.1.4.1.311.20.2.2)

(212.5.29.9 3012301006038 2b 06 01 05...
@Enhanced Key Usage Smart Card Logon (1.3.6.1.4....
DKey Usage Digital Signature, Non-Repudia...
D'I'humbprint algorithm shal =
DThumbprint 16 715442 9a 20 51cfa7 5a ...

Smart Card Logon (1.3.6.1.4.1.311.20.2.2)
Client Authentication (1.3.6.1.5.5.7.3.2)
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e Subject Alternative Name = Other Name: Principal Name= (UPN).
For example:
UPN = userl@name.com
The UPN OtherName OID is : "1.3.6.1.4.1.311.20.2.3" (it must be ASN1-encoded
UTFS8 string)

(FF][Subject Key ldenther 940/0dbrcaases sobdcl ...
@Auﬂ'nority Information Access  [1]Authority Info Access: Acc...
{53 |5ubject Alternative Name RFC822 Name .
Feasaaa 3N 17 30 10 NA NR Ph NA 0105

RFC822 Name S
Other Name:
| Principal Name - il

e Subject = Distinguished name of user. This field is a mandatory extension, but the
population of this field is optional.
e For the user account
o The UPN of the certificate must match the UPN of the account
o The UPN must not be used on another account

Explicit mapping

The Explicit mapping has been designed for certificates which don't have a UPN. To find the user account
related to the certificate, Windows looks for the altSecurityldentity attributes of all Windows accounts to
see if this certificate has been registered to any account. The mapping can be done using the subject, the
SHAL hash or on the RFC822 name.

The requirements are not as strict as the UPN mapping but some requirements remain:

e A CRL Distribution Point (CDP) location specified in the certificate (where CRL is
the Certification Revocation List) which must be populated, online, and available.
This requirement can removed using a GPO. For example:

(4LT UILELE FunEs LS unae i
175 CRL Distribution Foints [1]CRL Distribution Point:
Jiel austhorite Tnfarmation Acrece 11 Anthnrity Tnfin Arrece: A

1

[1]CRL Distribution Point
Distribution Point Mame:
Full Name:
URL =http://fcrl. comodoca. com/COMODOCodeSigningCA2. crl

o Key Usage = Digital Signature

(2f|Metscape Cert Type S5L Client Authentication, SMIL..
5| Key Usage Digital Signature (80) A
DThumbprint algorithm shal 5
DThumbprint 3247 75 8cab 2d 57 72 93 11...

o

|Digita| Signature (80)

e Enhanced Key Usage =
o No EKU or one of the following :



&% MySmartLogon

= Client Authentication (1.3.6.1.5.5.7.3.2)
(The client authentication OID) is only required if a certificate is used for
SSL authentication.)

= Smart Card Logon (1.3.6.1.4.1.311.20.2.2)

@i2.5.29.9 301230100608 2b 0601 05...
@Enhanced Key Usage Smart Card Logon (1.3.6.1.4....
DKey Usage Digital Signature, Non-Repudia...
DThumbprint algorithm shal E
D'I'humbprint 16 715442 9a 20 51cfa? 5a ...

Smart Card Logon (1.3.6.1.4.1.311.20.2.2)
Client Authentication (1.3.6.1.5.5.7.3.2)

Certificates which can't be used with Smart Policy

Certificates:

e With a Key Usage different from "Digital Signature"

i e s v ey
@Qualiﬁed Certificate Statem... 30 0a 30 08 06 06 04 00 8e 46...
DKey Usage Non-Repudiation (40)
DThumbprint algorithm shal £
=] humbprint oda4dselcdchaf29d133...

1

MNon-Repudiation (40)

e With Enhanced Key Usage set and which doesn't contain :
o Client Authentication (1.3.6.1.5.5.7.3.2)
o nor Smart Card Logon (1.3.6.1.4.1.311.20.2.2)

(ZF)|Subject Key Identitier efblct2daecla®ds3c8c... | _
@Enhanced Key Usage Code Signing (1.3.6.1.5.5.7.3.3) 3
@Nemcape Cert Type Signature (10)

@Cerﬁﬁcah& Policies [1]Certificate Policy:Policy Ide...
@CRL Distribution Points [1]CRL Distribution Point: Distr. ..
@Auiﬁority Information Access  [1]Authority Info Access: Acc...
el Quihiart Altarnative Name RECR27 Mame =rantactifimus i
“ode Signing (1.3.6.1.5.5.7.3.3)
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User Interface

First dialog

The first dialog shown by Smart Policy presents the program. This screen captures the users’ consent if
he/she clicks on Next. It is called a "Click-wrap license agreement”. The license can be viewed by clicking

on the "license" link.

(sl

&) = MySmartLogon.com - Smart Policy - Stage 3 - 2.0.0

q

Smart Policy = MySmarilogon

After the selection of one or many certificates stored in a smart card or in files,
this wizard will prepare/modify a group pelicy and map in the Active Directory
the certificate(s) to the user account(s) selected.

This wizard must be run by a domain administrator or delegations must have
been granted. Modifications can be reviewed before being applied.

By pressing Next, you accept the terms of the ficense. Press Cancel if you don't.

Cancel

The license is shown with the security notice of this program.
If you don't accept the terms of the license, close the program by clicking on "Cancel" or press "Escape”

on the keyboard.



&% MySmartLogon

Smart Policy -
Copyright (C) 2012-2014 My Smart Logon 3AS

m

Security Notice
By using this tool you are accepting the following security risks :

. A security breach of the third party certificate authority can lead to the generation
of certificates which can be used to logon to your system

. This tool can be used to setup a credential for any account, including the
administrator account, which can lead to a complete loss of control of your system

IF YOU DO NOT ACCEPT THEM, DO NOT USE THE SOFTWARE AND PRESS
CANCEL IMMEDIATELY.

1. Preamble: This Agreement gowerns the relationship between the user
{hereinafter: Licensee) and My Smart Logon SAS whose principal place of business is
France (Hereinafter: Licenscr). This Rgreement sets the terms, rights, restrictions
and cbkligations on using [Smart Policy] {(hereinafter: The Scftware) created and
owned by Licensor, as detailed herein

2. License Grant: Licensor hereby grants Licensee a Personal, Non-assignable =
non-transferable, Non-commercial, Without the rights to create derivative works,
Non-exclusive license, all with accordance with the terms set forth and other legal
restrictions set forth in 3rd party scftware used while running Software.

2. Limited: Licensee may use Scftware for the purpose of:
2.1.1 Running Software on Licensee’s Computer[s];
2.1.2 Publishing Software’s output to Licensee and 3rd Parties;

X1
il

Non distribuable: Licensee may not distribute the software without a -

Smart Policy is then doing a check to detect if ADCS is installed. If not, the following message is shown:

Warning @

! . Smart Policy detected that the component "Active Directory Certificate Services™
% (ADCS) is not installed.

ADCS is required to provide authentication certificates for the domain controllers.
The message "Smart Card Logon Is not Supported for Your User Account” is
related to this missing certificate.

If this error message is still shown after the installation of ADCS, please refer to
the “troubleshooting smart card logon™ documentation to create the certificate
manually or wait for a GPO update.

Smart Policy will let you continue the configuration process to be able to check the
mapping report but please note that the application of configuration WILL fail.
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Certificate's source dialog

This dialog allows the selection of a source for the certificate(s) to map.

=5

@ £ = MySmartLogon.com - Smart Policy - Stage 3 - 2.0.0

Select a source for the certificate(s) EMm Smarflogon

Select a source for the certificate(s) to map :

m @ Read a smart card
The driver of the smart card must be installed and the card not empty.

) Load a certificate
ﬁ A file with the extension .cer

) A directory containing certificates
. A directory prepared by Smart Policy stage 2

Cancel

It can be a "smart card" having a CSP or a minidriver installed, a cer file in binary encoding or a directory
prepared by Smart Policy stage 2.

If a smart card or a certificate file is selected, the user will be redirected to the next dialog.

Else the user will be redirected to the "mass mapping" dialog.

10
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Smart card or certificate file dialog

@ £% MySmartLogon.com - Smart Policy - Stage 3 - 2.0.0

Select a user

Select the account you want to configure.

Account: TEST\administrator

Select the certificate you want to configure:

|__ai
[FENE  WHEATON..

Type of mapping : explicit mapping

This dialog has 3 zones:
e the user zone

By default, the current user is automatically selected. Any user belonging to the domain can be selected by
clicking on Browse.

Select User (5| Es]
Select this object type:
User Object Types...
From this location:
Entire Directory Locations..

Enter the object name to select (amples):
[ Check Names

o) (o

If any explicit mappings exist for this user, they can be reviewed by clicking on the link "Review the
certificates". The following dialog will be shown, where after selection, a mapping can be removed.

11
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% = Review existing mapping @

Here is the existing mapping assodated to the current user account. You can delete a mapping using the Delete button below.
Double dick to view the detail.

Account : TEST\Administrator|

%509: <I=C=BE,CN=Foreigner CA,SERIALNUMBER =200804<5>C=FR,CN=Vincent Le Toux {Authentication),5N=Le Toux,G=Vince|

e the certificate zone

If a certificate file has been chosen, the certificate stored in the file will displayed. On a smart card, every
certificate will be displayed.

e the mapping zone

The mapping zone will display what mapping can be used, if the CRL checks have to be deactivated or
any errors.

In the following example, the certificate chosen will be mapped using the UPN method with the certificate
revocation checks disabled.

@ = MySmartLogon.com - Smart Policy - Stage 3 - 2.0.0

Select a user

Select the account you want to configure.

Account: Browse

Review the certificates which were previously explicitely mapped to this user account

Select the certificate you want to configure:

f

Adiant  WHEATON....

m

Type of mapping : UPN mapping [with revocation checks disabled]

12
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In the next example, smart policy detected that the certificate cannot be used for smart card logon, even if
some security policies are disabled.

sl

@ = MySmartLogon.com - Smart Policy - Stage 3 - 2.0.0

Select a user

EMySmart Logon

Select the account you want to configure.

Account: TEST\administrator

Review the certificates which were previously explicitely mapped to this user account

Select the certificate you want to configure:

»

'y -
VIL T A R Vincent Le =
Toux (Auth... Toux

(Signature)

The certificate can not be used for smart card logon because it doesn't comply with
the basic requirements

In the next example, Smart Policy couldn't build the certificate chain to determine the root and
intermediate certificates. Make sure the certificate is trusted before continuing.

)

@ £= MySmartLogon.com - Smart Policy - Stage 3 - 2.0.0

Select a user E M Smarilogon

Select the account you want to configure.

Account: TEST\administrator

Review the certificates which were previously explicitely mapped to this user account

Select the certificate you want to configure:

»

. -} r
[FENE  WHEATON...

m

The certificate is not trusted by the computer. Smart Policy requires this certificate
to be trusted by the current account to find the root and intermediate certificates.

13
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Here are the hints which can be displayed when the user click on the links:
UPN mapping:

Information @

. ) The UPN mapping uses the User Principal Name attribute stored in the

| ' certificate to locate the user name

Explicit mapping:
Information @

e | The explicit mapping uses the subject of the certificate stored in the
' altSecurityldentities user attribute in the active directory to locate the
USEr name

With revocation checks disabled:

Warning @

This certificate doesn't have a CRL location referenced in its attributes,
! % The logon won't work if the revocation checking is not disabled.

Disabling this policy will allow revoked certificates to be used for login,
Please check if this setting is compliant with your security policy.

The next screen will be the CRL checking dialog
Mass mapping dialog

If a directory has been chosen in the source dialog, this dialog is shown.

For each certificate, Smart Policy extracts from its name the date of the mapping, the user concerned by
the mapping, and a comment to display the type of mapping chosen or any error related.

In the next example, every line having an error mark will be ignored. In this case, a double click shows the
file involved to be able to better diagnostic the problem.

The directory has to be validated by a security officer before being selected: a rogue certificate can
lead a security issue.

Smart Policy does not check for duplicate certificates.

14
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@ 2= MySmartLogon.com - Smart Policy - Stage 3 - 2.0.0

Review prepared mapping(s) "2 MySmarilogon

Review the mapping(s) found in the directory. Double click to view the certificate.
In case of error, the filename will be displayed.

Request made User Comment

[11601-01-01 00:00  Adiant Type of mapping : UPN mapping [wi...
g§2014—06 -0419:57  Adiant_ The user does not exists
[512014-06-04 19:57  Adiant Type of mapping : UPN mapping [wi...
$2014—06 -04 18:57  Adiant2 The user does not exists

@'2014—06 -04 13:57  Adiant3 The user does not exists

ﬁ'2014-06 -0419:57  Administrateur  The user does not exists
[12014-06-04 19:57  Administrator Type of mapping : UPN mapping [wi...

ﬁ'2014—06 -0419:57  Adiant The user does not exists

(5] 2014-06-04 19:57  Adiant Type of mapping : UPN mapping [wi...
[512014-06-04 19:57  Adiant Type of mapping : UPN mapping [wi...
t;i- Unable to parse the name of the file

Total mapping(s) found : 11 - Total valid mapping(s) found 5

Load an intermediate certificate and refresh the mapping(s)

The following dialog is shown if the file cannot be used by Smart Policy.

Information @

@ The file involved in the mapping is
'Y 130463854365213000-TEST -Administrateur.cer

If some root or intermediate certificates are known but not registered on the Windows certificate store,
they can be loaded and the screen refreshed to take account of them.

The next screen will be the CRL checking dialog

CRL checking dialog

Before being mapped, Smart Policy checks if the certificates have a CRL Distribution Point (CDP) which
is required by default, if the certificates have been revoked or if the CRL server is unavailable.

Smart Policy allows a timeout of 30 seconds per certificates. The verification can be interrupted at any
time. If it is the case, Smart Policy will suggest that the CRL server can't be reach on the next dialogs.

In the next screenshot a successful revocation check is shown.

15
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@ 2= MySmartLogon.com - Smart Policy - Stage 3 - 2.0.0

Certificate revocation checking

Smart Policy is busy verifying the CRL / OCSP referenced in the certificate(s). You
can wait for its completion or press Mext. In that case, Smart Policy will consider that
the revocation data is not available.

Verification completed

/.-' Verification of the revocation status successful

If a certificate doesn't have a CDP property, the CRL checks must be disabled to be able to be used.

@ = MySmartLogon.com - Smart Policy - Stage 3 - 2.0.0

Certificate revocation checking

Smart Policy is busy verifying the CRL / OCSP referenced in the certificate(s). You
can wait for its completion or press Next. In that case, Smart Policy will consider that
the revocation data is not available,

Verification completed

r [S The certificate 1 has no CRL nor OCSP referenced in its property.

Smart Policy will have to disable the revocation check to make the
authentication work. However the CRL checks seems to be already disabled.

E Cancel

If the revocation check failed, the error is shown by the wizard. In the next example, a certificate was
revoked.

16
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@ 2= MySmartLogon.com - Smart Policy - Stage 3 - 2.0.0

Certificate revocation checking "2 MySmarilogon

Smart Poelicy is busy verifying the CRL / OCSP referenced in the certificate(s). You
can wait for its completion or press Mext. In that case, Smart Policy will consider that
the revocation data is not available.

Verification completed

l %, The revocation check for the certificate 1 failed (0x80092010-
CRYPT_E_REVOKED - The certificate was revoked).

Smart Policy will have to disable the revocation check to make the
authentication work.

Troubleshoot the certificate revocation process

Note: The proxy parameter used by the user account and the SYSTEM account which performs the
authentication is not the same. A successful CRL checking in this screen, even on the domain controller,
doesn't mean that the authentication process will be able to connect to it.

Group Policy Object Dialog
Most of the tweaks needed for the smart card logon are located in a GPO. This dialog allows the user to
select an existing GPO or to create a new one.

Note: if the keyboard is used to type the name of an existing GPO, the system will consider that it is a new
one. If you need to select a GPO, pick its name in the listbox.

If a new GPO is created, it will be attached to all the computers of the domain. If you need to restrict the
GPO to a subset of computers, create a new GPO and configure it according to your needs. Then select it.

17
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@ 2= MySmartLogon.com - Smart Policy - Stage 3 - 2.0.0

Select a Group Policy Object (GPO)

'--__QM smarilogon

The root and intermediate certificates have to be trusted on each computer workstation.
This is done through a Group Policy (GPO) which may contain tweaks to be able to read
certificates not specially designed for smart card logon.

Select a GPO to be created or modified. If its name doesn't exist, it will be created
and applied to all computers.

Group Policy Object: | [NEEI ST ETN T -

Final Dialog

The final screen allows the activation or the deactivation of the certificate revocation check. The text

displayed will depend on the mapping, the existence of a CDP property or if the check has already been
disabled.

18
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@ 2= MySmartLogon.com - Smart Policy - Stage 3 - 2.0.0

Ready to do the mapping
Smart Policy is ready to perfom the mapping. Press Finish to complete.

The login will be possible once the GPO will be applied. Default is & hours. You can
force the GPO update by running "gpupdate /force” on the client computer and on

the domain controller which is performing the authentication.

The certificate revocation check is disabled. Certificates revoked or without CRL

referenced in its attributes can be used for logon,
@ Keep it disabled (one or more certificate has no CDP information)

() Cancel the setting on the GPO

ew the mapping I'EQC.I:E:
==

Troubleshoot the certificate revocation process

smarflogon

= MySmartLogon.com - Smart Policy - Stage 3 - 2.0.0

Ready to do the mapping

Smart Policy is ready to perfom the mapping. Press Finish to complete.
The login will be possible once the GPO will be applied. Default is & hours. You can
force the GPO update by running "gpupdate /force” on the client computer and on

the domain controller which is performing the authentication.

Would you like to disable the certificate revocation check 7 Smart Policy noticed
that the retrieval of the CRL worked on the local workstation but that may not be

the case on the other computers.
() Disable CRL checking
@ Do nothing (recommended)

Troubleshoot the certificate revocation process

ew the mapping repor

A mapping report can be shown to indicate what changes will be applied to the system.
19
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== Mapping report @

1 mapping to do

*Mapping 1

User account: 'Administrator’

User path: 'LDAP: f{CN=Administrator,CN=Users,DC =test, DC=mysmartogon,DC=com’
Certificate subject: "WHEATOMN.MATTHEW.DARCY. JR. 1145593979

Type of mapping : UPN mapping

The UPN of the account is '1145593972 @mil'

the UPN of the account matches the UPN of the certificate

Certificates to add to the NTLM store (on the AD) and in the GPO :
+ Root certificate(s)
*'PKI, DoD, |1.5. Government, US, DOD EMAIL CA-29'
Already found in the NTLM store
+ Intermediate certificate(s)

Using GPO 'Default Domain Policy’
GPO 'Default Domain Policy' does exist. Its path is 'tn={3182F 340-016D-1102-945F-00C04FBI84F 9}, cn=policies,cn =system,DC =test, DC=mysmartogon,DC =com’
GPO setting to set :

+ Allow Signature Only certificates : Mo

+ Allow certificates with no EKU : No

+ Disable CRL checks : No

Report completed with success

A reminder about the SYSTEM proxy configuration can be shown on demand (“Troubleshoot the
certificate revocation process").

Troubleshoot the certificate revocation process @
1) Export the certificate you want to test

Gather the file at the .cer format. If you are using a smart card, you can export it by viewing the
certificate on this wizard, select the "Detail” tab and dick on "Copy to a file™.

2) Verify the proxy settings

The revocation process is made by the SYSTEM account and this account doesn't have the same
internet configuration than an interactive user.

Run "netsh winhttp show proxy™ to show the current proxy parameters.

Run "netsh winhttp set proxy” to set a static proxy.

3) Test the certificate revocation process as SYSTEM

Run "psexec —s running certutil -urlfetch —verify test.cer”

Note: psexecis available here : http://technet. microsoft. com/fr-fr fsysinternals/bb897553. aspx

Close

20
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Annex - Check the GPO

The GPO modifications made by Smart Policy can be audited by issuing the command:

gpresult /h report.html

(& TEST\administrator on TESTAWIN-PGAHIZECIRE - Windows Internet Explorer

(=5 ==

o ~|

£ | Ch\Users\Administrator,Desktop\gpreport.html hd | +4 | A | | Bing

N/

[ & TEST\administrator on TEST\WIN-PGAHIZECISE

o~ v [ g v Pagew Safetyr Toolsv @~

54 Favorites

=

~

Public Key Policies/Trusted Root Certification Authorities

Properties
Winning GPO [Default setting]
Palicy Setting
Enabled

Allow users to select new root certification authorities (CAs) to trust
Third-Party Root Certification Authorities and Enterprise Root

(Client computers can trust the following certificate stores
Cerfication Authorties

To perform cerificate-based authentication of users and computers, Reqistered in Active Directory anly

ChAs must meet the following criteria

Certificates
lssued To Issued By Expiration Date Intended Purposes ‘Winning GPO
DOD EMAIL CA-29 DOD EMAIL CA-29 9/15/2041 9:08:21 AM <All> Default Domain Policy

For addttional information about individual settings, launch Group Policy Object Editor.

Administrative Templates
Paolicy definitions (ADMX files) retrieved from the local machine.

Extra Registry Settings
Display names for some settings cannot be found. You might be able to resolve this issue by updating the ADM files used by Group Policy

Management.
State Winning GPO

Setting

m

T /M Computer | Protected Mode: Off Vg v ®100%

The settings located in the SYSTEM Hive are:
e Disable EKU checking
¢ Disable CRL checking

They can be audited by opening the Computer Configuration -> Preferences -> Windows Settings ->

Registry as shown in the next screenshot.

21
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=/ Group Policy Management Editor EI
File Action View Help
e s@udlmo=zBHEIRO *

=/ Default Domain Policy [WIN-PC
a4 (& Computer Configuration

=+ Registry

[ || Policies
a || Preferences - ) .
l:l ] Windows Settings Processing Nme - - Action Hive Key
Environment CRLTimecutPeriod Replace  HKEY_LOCAL MAC..  SYSTEM\CurrentC
é,? Files UseCachedCRLOn... Replace  HKEY_LOCAL MAC.. SYSTEM\CurrentC
[ Folders UseCachedCRLOn... Replace  HKEY_LOCAL MAC.. SYSTEM\CurrentC
Ini Files

|@ Registry |
§1 Network Shares
[#] Shortcuts
i+ (=9 Control Panel Setting
4 %, User Configuration
[ || Policies
» [ Preferences Description

Mo palicies selected

The settings located in the SOFTWARE Hive can be audited by opening the Computer Configuration-
>Policies->Administrative Templates -> Windows Components -> Smart Card:

e Disable EKU checking
e Allow smart card with signature only

e Read all certificates

=/ Group Policy Management Editor [r=| 2| S
File Action View Help
5|26 = Hm
=] Default Domain Policy [WIN-PGAHI2ECISE.TES” ~ || Setting State Comment
o C_or:pllft.er Cenfiguration =| Allow certificates with no extended key usage certificate attr... Enabled Mo
<O :f: I::w Setti Allow Integrated Unblock screen to be displayed at the time ... Mot configured Mo
’ B \‘,:. dare SEt:TQS =] Allow signature keys valid for Logon Enabled Mo
3 indows Settings
4 (3 Administrative '?emplates‘ Policy del i=| Turn on certificate propagation from smart card Mot configured Mo
b (3 Metwork ' Turn on root certificate propagation from smart card Mot configured Mo
» [ System E1| =] Prevent plaintext PINs from being returned by Credential M...  Not configured Mo
4 (5 Windows Components =] Allow ECC certificates to be used for logon and authenticati..  Not configured Mo
1+ [ BitLocker Drive Encryption \i=] Filter duplicate logon certificates Mot configured Mo
B 3 Internet Explorer =| Force the reading of all certificates from the smart card Mot configured Mo
[ 3 Remote Desktop Services Display string when smart card is blocked Mot configured Mo
[ Smart Card Turn on Smart Card Plug and Play service Mot configured Mo
[Z; All Settings || 5] Notify user of successful smart card driver installation Net configured MNe

4 || Preferences
a [ | Windows Settings
Environment
é’? Files
(3 Folders -« 1 3
L] [} L Extended )\Standard ;(

The certificate appended can be audited in :

"Trusted root certification authorities” and "Intermediates Certification authorities™" located in Computer
Configuration -> Policies -> Windows Settings-> Public Key Policies
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= Group Policy Management Editor
File Action View Help

|y Gl = H

4 & Computer Configuration
4 || Policies
» || Software Settings
4 || Windows Settings
» ] Name Resolution Policy
|| Scripts (Startup/Shutdown)
a ig, Security Settings
o ;d Account Policies
o jﬁ Local Policies
> jﬂ Event Log
"4 Restricted Groups
[ Systemn Services
[4 Registry
|4 File System

i

4 || Public Key Policies
| Encrypting File System

] i |

;gj’ Wired Network (IEEE 802.3) Poli
] Windows Firewall with Advance
] Network List Manager Policies

s gjﬁ Wireless Metwork (JEEE 802.11) |

|| BitLocker Drive Encryption
[ Automatic Certificate Requi
[] Trusted Root Certification & _

3

m

=/ Default Domain Palicy [WIN-PGAHIZECIBE.TEST.F » || Object Type

|| Encrypting File System

|1 BitLocker Drive Encryption

[ Autornatic Certificate Request Settings

[ Trusted Root Certification Authorities

| Enterprise Trust

| Intermediate Certification Authorities

[ Trusted Publishers

[l Untrusted Certificates

[ Trusted People

[ Certificate Services Client - Certificate Enrollment Policy
[ Certificate Path Validation Settings

@ Certificate Services Client - Auto-Enrollment
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Annex - Check the NTLM Store

Method 1: Using the PKI Health Tool
To check the certificates of the Enterprise NT Auth store, follow these steps:

Start Microsoft Management Console (Mmc.exe), and then add the PKI Health snap-in:
On the Console menu, click Add/Remove Snap-in.

Click the Standalone tab, and then click the Add button.

In the list of snap-ins, click Enterprise PKI.

el NS

Add or Remove Snap-ins @

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ns: Selected snap-ins:

Snap-n Vendor - ] Cansole Root Edit Extensions...
E Certificate Templates ~ Microsoft Cor... &5 Enterprise PKI R
(¥ Certificates Microsoft Cor... ===
TlCertification Authority Microsoft Car... L

. Component Services  Microsoft Cor... | Move Up
ﬁ Computer Managem... Microsoft Cor...
g=n Device Manager Microsoft Cor...
(=4 Disk Management Microsoftand...

&, DNS Microsoft Cor...

% Enterprise PKI Microsoft Cor...

@ Event Viewer Microsoft Cor...

“|Folder Microsoft Cor...

éGI’DUD Policy Manag... Microsoft Cor...
g omoroy .. towmhor.. |-

Description:
The Enterprise PKI snap-in assists in the health monitoring and maintenance of an Enterprise PKI hierarchy.

[ oK ] [ Cancel

5. Click Add, and then click Close.
6. Click OK.
7. Right-click Enterprise PKI, and then click Manage AD Containers.

E Consolel - [Console Root]
& File Action View Favorites Window Help

«= B = BE

| Console Root || Name

. |35 Enterpriz—™ -
Manage Templates... Enterprise PKI

Manage AD Containers...
Options...

MNew Window from Here

Refresh

Help
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Manage AD Containers -
| Certification Authorities Container Enrollment Services Container

NTAuthCertficates AlA Container CDP Container | KRA Container

MName | Status |

(¥ AddTrust Extemial CA Root 0K

(¥ Belgium Root CA2 0K

GICA 0K

[ COMODO Code Signing CA 0K

[ DOD EMAIL CA-23 0K

5] Foreigner CA Not Time Valid

5 Test2 User2 Net Time Valid

(¥ UTN-USERFirst-Object 0K

Add... Bemove Wiew... |
[ ok [ cancel

Method 2: Using Certutil.exe

Run the command certutil -viewstore -enterprise NTAuth

Windows Security

View Certificate Store
Select Certificate

I ___.. DOD EMAIL CA-29 |~
| Issuer: DOD EMAIL CA-29
Q Valid From: 5/1/2014 to 9/15/2041

—— iClick here to view certificate prope...:

4| UTN-USERFirst-Object
Issuer: AddTrust External CA Root
@ Valid From: 6/7,/2005 to 5/30/2020
B |
B |

»

Foreigner CA
Issuer: Belgium Root CA2
Valid From: 10/4/2007 to 6/4/2014

CA
Issuer: CA
@ Valid From: 3/3/2012 to 3/3/2027

m

|.
@
|
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Annex - Audit the certificate mapping

Determine the type of mapping
There are two types of certificate mapping: UPN mapping and Explicit mapping

Look in the logon screen for the account hint written below “Smart card logon”. In this case the hint is
“1145593979@mil”. If the hint contains a “@” and not a “CN=""string, it is a UPN mapping.

WHEATON.MATTHEW.DARCY.JR.1145593979

Smart card logon
1145593979@mil

I

If the string contains a “CN=""or in general a “=", it is an explicit mapping like showed in the example
below.

Adiant

Smart card logon
CN=Adiant

I S
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Map a certificate to a user account using UPN mapping

Open the certificate properties and the Details tab. Look for "Subject Alternative Name". At the bottom of
the screen, search for "Principal Name". In this case, it is 1145593979@mil. There can be other

definitions like RFC822 Name.
Certificate @

| General | Detsils | certification Path

——y
e

Shiow: [<AII> v]
Field Walue o
[E]valid to Sunday, September 15, 2041 ..,
=) subject LS, PKI, OU=DoD, 0=U.5, Go...
=] Public key RSA (2048 Bits) N
Subject Key Identifier b0 4886 acef817ecie470... |
Subject Alternative Name Other Mame:Principal Name=1...
QK&\; Usage Digital Signature, Non-Repudia...
QEnhanced Key Usage Client Authentication (1.3.6.1....
[ElRacic Fanctraints Sihiert Tune =Fnd Enfity_Pat S
Other Name:

Principal Name =1145593979@mil

RFC&22 Name =john. doe @example.com

Edit Properties... ] [ Copy to File... ]

Learn more about certificate details

Open the properties of the user, and check that the User logon name matches the string returned
previously.

Administrator Properties IEI
Published Certficates | Member OF | Password Replication | Dialin | Object
Security I Environment I Sessions
Remote control I Remote Desktop Services Profile

Personal Virtual Desledoy I COM+ | Atribute Editor
General | Address Account | Profile I Telephones | Organization

User logon name:

1145503579) [@mi -
User logon name (pre-Windows 2000):

TEST. Administrator

[ Logon Hours.. ] [ Log On To... ]

[ Unlock account

Account pptions:
[T] User must change password at next logon ol
[T User cannat change password 4
[T Password never expires
[T] Store password using reversible encryption =
Account expires
@ Mever
End of: Saturday . July 12,2014
[ ok [ cancel Aoply Help
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If you need to change the string, you may not be able to change the suffix (@mil). Use ADSI Edit to open
the properties of the user.

P

" ADSIEdit [ e =]

File Action View Help
Lol A NS
(2 ADSIEdit * || Mame Class || Actions

4 ﬂ Default naming context [WIN-PGAHRECK

4 [ DC=test,DC=mysmartlogon,DC=com There are no items to show in this view.
CN=Builtin More Actions »

CN=Administrator -

CN=Computers

OU=Domain Controllers
CMN=ForeignSecurityPrincipals
CN=LostAndFound
CN=Managed 5ervice Accounts
CN=MNTDS Quotas

CN=Program Data

CN="5ystem

CN=Users

CN=Adiant
CN=Administrator
CMN=Allowed RODC Password |
CMN=Cert Publishers
CMN=Denied RODC Password Ri
CN=DnsAdmins
CN=DnsUpdateProxy
CN=Domain Admins
CN=Domain Computers

m

S -

CN=Domain Controllers
CMN=Domain Guests
CMN=Domain Users

o o O O I (2|

4 n 2

4

Change the attribute userPrincipalName to a value which matches the Principal Name set on the
certificate.

CMN=Administrator Properties @
Attribute Editor | Security
Attributes:
Attribute Walue i
userAccountControl (2200 = (NORMAL_ACCOUNT )
userCert <not set>
userCertificate <not set>
userParameters <not set
userPasswond <not set>
userPKCS12 <not set>
userPrincipal Name 1145593579 @mil
userSharedFolder «<not set>

userSharedFolderOther  <not set:
userSMIMECerificate  <not set>

userWWorkstations «<not set>
uSNChanged 50638 m
uSNCreated 8156 T
uSNDSALastObjRem... <not set> i
4| 1l | +
Fitter
oK | [ Cancel Aoply Help
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Map a certificate to a user account using explicit mapping

Reference: Explicit mapping in "MS-PKCA: Public Key Cryptography for Initial Authentication
(PKINIT) in Kerberos Protocol Specification!

Open the console "Active Directory Users and Computers"
Select View -> Advanced features

B Active Directory Users and Computers i ] 9]

File  Action | Wiew Help

s | ya | Add/Remove Columns... n,
] Active Dire¢  Large Icons | Description |
| Savedt  Small Icons
=R== domain - List Built-n account for administering the computer /domain
. Buil @ Detail . Members in this group can have their passwords replicated to all r...
| Cor . . " R
= borUsers, Contacts, Groups, and Computers as containers Members .Df ﬂ1.|s group are permitted to. publish certlﬁcaifes to the ...
— B— T ——— Members in this group cannot have their passwords replicated to ...
“ For G ed Features -
- " " DNS Administrators Group
Mar  Filter Options... ) ) )
= Use DNS dients who are permitted to perform dynamic updates on be...
- Customize. .. . Designated administrators of the domain
%%, Domain Com...  Security Group ... All workstations and servers joined to the domain
_-‘?JDomain Cont... Security Group ...  All domain controllers in the domain
_-‘PJDomain Guests  Security Group ...  All domain guests
giDomain Users  Security Group ...  All domain users

SiEnherprise A... Security Group ... Designated administrators of the enterprise
SiEnherprise R... Security Group ... Members of this group are Read-Only Domain Controllers in the e...
Sfa_',Group Policy ... Security Group ... Members in this group can modify group policy for the domain

?_; Guest User Built-in account for guest access to the computer /domain
SaHelpLibraryU... Security Group ...

?_) IDB0071447... User Created by Smartcollect with (d0422eaf-c37d-4de3-8155-6e9634...
.ﬂiRAS and IAS ... Security Group ...  Servers in this group can access remote access properties of users

SiRead-onl\,r D... Security Group ... Members of this group are Read-Only Domain Controllers in the d...
_-‘-ESChema Admins Security Group ... Designated administrators of the schema

KO I— 2

|Enables,|’disables advanced features and objects | |

Select the account you want to map a smart card certificate to and then right click "Name mappings".

! http://msdn.microsoft.com/en-us/library/hh536384%28PROT.13%29.aspx
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File Acton View Help

- Active Directory Users and Computers

=[]

'"OYEIEIEE EEE

: Active Directory Users and Comput
| Saved Queries
B & domain.mysmartiogon
| Builtin

Computers
Domain Controllers
ForeignSecurityPrindpals
LostAndFound
Managed Service Accounts
Program Data
System
Users
NTDS Quotas

HH MMM
LalalalalalalalBalal

[

KO — |

MName

S; Admir
2, Allow
2, Certs
9& Denie
u% DnsAi
E& DnsLy
‘.‘7& Doma
‘.‘7& Doma
J’& Doma
9& Doma
9& Doma
% Enter
9& Enter
9& Group

3_. Guesi

Copy...

Add to a group...
Mame Mappings...
Disable Account
Reset Password. ..
Move...

Open Home Page
Send Mail

All Tasks Lo

Cut
Delete
Rename

Properties

Help

.% Helpl

2 IDB0071447... User

2, kbtgt

S RAS and IAS ... Security Group ...
%Read-only D... Security Group ...
%Schema Admins  Security Group ...

User

Built-in account for administering the computer/domain
Members in this group can have their passwords replicated to all r...

Members of this group are permitted to publish certificates to the ...

Members in this group cannat have their passwords replicated to ...
DNS Administrators Group

DNS dients who are permitted to perform dynamic updates on be...
Designated administrators of the domain

All workstations and servers joined to the domain

All domain controllers in the domain

All domain guests

All domain users

Designated administrators of the enterprise

Members of this group are Read-Only Domain Controllers in the e...
Members in this group can modify group policy for the domain
Built-in account for guest access to the computer/domain

Created by Smartcollect with (d0422eaf-c37d-4de3-6155-6e9634...
Key Distribution Center Service Account

Servers in this group can access remote access properties of users

Members of this group are Read-Only Domain Controllers in the d...
Designated administrators of the schema

|Maps certificates for this account.

Select the smart card certificate previously exported and validate.

X 509 Certificates | Kerberos Mames I

Mapped user account:

domain mysmartlogon/Users/ID20071447162

X-509 cerificates:

Certfficates For

| lssued By

CN=Vincent Le Tow« (Auth... CN=Foreigner CA

Bemove |

o]

Cancel | Apply
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Annex - Configure a delegation policy

Delegating Authority for Editing the altSecurityldentities and userPrincipalName
attribute

Right-click on the organizational unit you want to delegate and then click Delegate Control. It
will launch the Delegation of Control Wizard.

| Active Directory Users and Computers EI@

File Action View Help

2| nE 0 XD o= HEI B aETER

] Active Directory Users and Com|| Name Type Description -
g - fa\fd Querlretls _2) Adiant User
4 5 E.S ém;,:-ma egen.com _}) Administrator  User Built-in account for ad...
= Hn 'SIEJAllowed RO... Security Group... Members in this group c...
> Computers

82, Cert Publish... Security Group... Members of this group ...

. 2| Domain Controllers .
2, Denied ROD... Security Group.. Members in this group c...

» || ForeignSecurityPrincipaly

. ™ LostAndFound 42, DnsAdmins  Security Group... DNS Administraters Gro...
. = Managed Service Accour 42, DnsUpdateP... Security Group... DMNS clients who are per...
- [] Program Data Sl\_a_,Domain Ad.. Security Group.. Designated administrato...
» [] System #2, Domain Co.. Security Group... All workstations and ser...
| Users Sl\_a_JDomain Con... Security Group... All domain controllers i... =
» [ N Delegate Control... Gue... Security Group... All domain guests
Find Users Security Group... All domain users
se M. Security Group.. Designated administrato...
MNew » eR.. Security Group.. Members of this group ..
All Tasks » Polic..  Security Group... Members in this group c...
User Built-in account for gue..,
View 3 S
User Key Distribution Center ...
Refresh IAS ... Security Group... Servers in this group can...
Export List nly D.. Security Group.. Members of this group ...
Ad.. Security Group... Designated administrato...
gl ] Properties User =2
Delegates con Help
Delegation of Control Wizard @
Welcome to the Delegation of
Control Wizard
s
F?S‘} This wizard helps you delegate control of Active Directory
1 “\E objects. You can grant users pemmission to manage users,
groups, computers, organizational units, and other objects
stored in Active Directory Domain Services.

To continue, click Mext.

Select users or groups for delegation
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Selected users and groups:
2, Adiart (TEST\Adiant)

Add... ] [ Bemove

[ < Back ][ Mexd > ][ Cancel ] Help

Delegation of Control Wizard @
Users or Groups &
Select one or more users or groups to whom you want to delegate control. ‘IL N

Select Create a custom task to delegate

() Delegate the following common tasks:

|| Create. delete, and manage user accounts -
|| Reset user passwords and force password change at next logon
[] Read all user information

[] Create, delete and manage groups

[ Modify the membership of a group

[] Create, delete, and manage inetOrgPerson accounts

[ Reset inetOraPerson passwords and force password change at next lc ™
4 T | b

m

Delegation of Control Wizard @
Tasks to Delegate &
‘You can select common tasks or customize your own. ‘IL N

(i

Net> | [ Cancel | [ Heb

]

Select Only the following objects in the folder, then select User objects.
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Delegate control of:
(7) This folder, existing objects in this folder, and creation of new objects in this folder

(@ Only the following objects in the folder:

[] Site Settings objects -
[ Sites Container objects

[] Subnet objects

[ Subnets Container objects

[ Trusted Domain objects A
|User objects .

[| Create selected objects in this folder
[] Delete selected objects in this folder

<Back |[ Net> | [ Camcel | [ Hep |

Delegation of Control Wizard @
Active Directory Object Type &
Indicate the scope of the task you want to delegate. ‘HE)‘ "

On the Permissions page, select Property-specific.

Then select read and write permissions for the following attribute altSecurityldentities

Show these pemissions:

7] General

Property-specific

[ Creation/deletion of specic child objects

Permissions:

[[] Read adminDisplayMame .
[ Write adminDisplayName K|
Read altSecurtyldentities

Wite alt Securtyldentities

[7] Read Assistant

[T Write Assistant i

[ <Back || Ned> | [ Cancel | [ Heb

Delegation of Control Wizard @
Permissions iy
Select the pemissions you want to delegate. ‘HE)' N

For the UPN the name is "Logon Name".
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Show these pemissions:

General
Property-specific
[T Creation/deletion of specific child objects

Pemissions:

[ Write loginShell -
Read Logon Name

White Logon Name [
[ Read Logon Name (pre-Windows 2000)

[ Write Logon Name {pre-Windows 2000)

7] Read Logon Workstations =

[ <Back || Net> | [ Cancel | [ Hep

Delegation of Control Wizard @
Select the pemissions you want to delegate. ‘IL N

Click Next, and then click Finish.

Completing the Delegation of
Control Wizard

\ k You have successfully completed the Delegation of Control
‘E‘ N wizard.
E
‘You chose to delegate control of objects
in the following Active Directory folder:

| »

test. mysmartlogon.com/Users

m

The groups, users, or computers to which you
have given control are:

Adiart (TEST\Adiart)

They have the following pemissions:

To close this wizard, click Finish.

< Back || Finish | [ Cancel Help

Delegation of Control Wizard @
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Delegate the NTLM certificate store

Launch ADSI Edit

2 ADSIEdit
File Action View Help

= = | o= H

2 ADSI Edit

4 [ | DC=test,DC=mysmartlogon,DC=com
CN=Builtin

CN=Computers

OU=Domain Controllers
CN=ForeignSecurityPrincipals
CN=LostAndFound
CMN=Managed Service Accounts
CMN=NTDS Quotas
CN=Program Data

CN=>5ystermn

CN=Users

S 1

4 a Default naming context [WIN-PGAHI2ECISE test.mysmar

4 I

MName Class

_ﬂ Default naming context [WL.. domainDMN5

Actions

ADSI Edit -

More Actions

Select Connect to

- ADSI Edit
File  Action View Help
Gl (=]
onnect to...
ZA08 C
4 PGAHIZECIBE test.r
4 View F inDC=com
Refresh
Export List... <
Help ncipals
| CN=Managed Service Accounts
| CN=NTDS Quotas
“| CN=Proaram Data

Choose the well known Naming Context "Configuration"
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Connection Settings

==

Mame: Configuration

Path:  LDAP:/fWIN-PGAHI2ECISE. test.mysmartogon. com/Configuratior

Connection Point
() Select or type a Distinguished Mame or Naming Context:

-
(@ Select a well known Maming Context:
[Conﬁgurah’on -
Computer
(7) Select or type a domain or server: (Server | Domain [:port])
-
(@) Default (Domain or server that you logged in to)
[ Use s5L-based Encryption
o] T ]

Select the NTAuthCertificates in Services->Public Key Services

| CN=DisplaySpecifiers
CMN=Extended-Rights
CMN=ForestUpdates
CN=LostAndFoundConfig
CN=MNTD% Quotas
CN=Partitions
CN=Physical Locations
CN=Services

| CN=MsmgServices

| CM=MetServices

| CN=Public Key Services
| CN=RRAS

| CN=Windows NT
CN=S5ites

CN=WellKnown Security Principals

m

8 8 8 8 8 [ [

7

8 [

1

] [ | 3 <

— oSt oo s
File Action View Help
|
| CN=ForeignSecurityPrincipals || Name Class Actions
- E::ﬁm”d?su”d_ N I CN=AIA contziner || CN=Public Key Services -
| Chi=Managed senvice Accounts 1 CN=CDP container More Acti »
| CN=NTDS Quotas - " . ore lons
< CN=P Dat | CN=Certificate Templates container
=Program Data : "
= CN—Systgem i | CN=Certification Authorities container CN=NTAuthCertificates -
. [ CN=Users ‘J.CN:EnmIIment Services contafner Maore Actions
F] j Configuration [WIN-PGAHIR2ECIBE test. mysmartlogor j‘CN:KR‘A container
a || CN=Configuration,DC=test, DC=mysmartlogon,D | EN=0ID msPKI-Entery
|=| CN=NTAuthCertificates certification]

Right click on the item and select properties.
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CM=MNTAuthCertificates Properties

Securty

Group or user names:

R‘d Domain Admins (TEST"Domain Admins)
Raj Enterprise Admins (TEST \Enterprise Admins)

52, Admini (TEST\Admini
[ Add H BRemove ]
Permissions for Everyone Allow Deny
Full cortrol = =
Read O
Wite [} ]
Special pemissions

For special permissions or advanced settings, click

Advanced.

Leam about access control and pemissions

[ ok ” Cancel ] Apply Help

Add the user or the group

Select Users, Computers, Service Accounts, or Groups

Select this object type:

Users, Groups, or Built-in security principals

From this location:

test. mysmartlogon.com

Enter the object names to select (xamples):
Adianit

Check Names

o) (o)

CN=NTAuthCertificates Properties ==
Securiy

Group or user names:

2 Adiart

334 Everyone

33_‘ Domain Admins (TESTDomain Admins)

33_‘ Enterprise Admins (TEST\Enterprise Admins)

%Mministlators (TES T Administrators)
[ Add ] [ Bemove ]
P ions for Adiant Allow Deny
Full control = [}
Read O
Wiite [} [
Special pemissions

For special permissions or advanced settings, click
Advanced.

Leam about access control and permissions

[ ok [ camesl |[ appy | Help

Then Click on Advanced
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|+ Advanced Security Settings for NTAuthCertificates

Permissions |A|..|d'rting | Owner | Effective Permissions

To view or edit details for a permission entry, select the entry and then click Edi.

Permission entries:

Type Mame Pemission
Allow Adiant Read
Allow Everyone Special

Allow Domain Adming (TEST%Domain Admins)  Full control
Allow Enterprise Admins (TEST Erterprise A...  Full control
Allow Admini: (TESTAdmini Full control
Allow Domain Adming (TEST'\Domain Admins) Special

Alow Enterprise Admins (TEST"Enterprise A...  Full control

Inherited From

<not inherited>

<not inherted:

<not inherted:

<not inherted:

<not inherted:
CM=Configuration, DC=test, DC=mysma...
CN=Corfiguration, DC=test, DC=mysma...

[ Add. |[ Edt. ][ Remove

Include inhertable pemissions from this object’s parent

Managing permission entries

Restore defaults

oK || Canesl Apply

Select the user or the group and click on Edit
Add permissions "Write cACertificate"

| Permission Entry for NTAuthCertificates

Object | Properties
Mame:  Adiant

Apply to: | This object only

Permissions: Allow
Write bridgeheadServerListBL
Read cACertificate

Write cACertificate

Read cACertificateDN

Write cACertificateDN

Read cAConnect

Write cAConnect

Read canonicalName

EO

Wirite canonicalName
Read cAlsages
\Write cAUsages

Plemd - AUUED IR

Apply these permissions to objects and/or

containers within this container only

IIEEEEEEEEEOE

]
O
O
O
[

Manaqing permissions

[ ok [ caneel |

38



——
22 MySmartLogon
[y

Delegate GPO

Select the GPO you want to delegate and open the tab Delegation.

= Group Policy Management
& File Action View Window Help

&= HE clHE

E=RE-R

(- [s]x]

15 Group Policy Management
4 _ﬁ Forest: test.mysmartlogon.com
4 [54 Domains
] fj test.mysmartlegon.com
s/ Default Domain Policy
i/ MySmartLogon Policy
= |2] Domain Controllers
a [ = Group Policy Objects
=/ Default Domain Controllers Policy
=] Default Domain Policy
[ MySmartLogon Policy
[ ;—-y WMI Filters
i+ [[5] Starter GPOs
1+ [j# Sites
ss! Group Policy Modeling
[ Group Policy Results

Default Domain Controllers Policy

Scope | Details | Settings | Delegation

These groups and users have the specified permission for this GPO

(Groups and users:

Name Allowed Permissions Inherted

- A Ay therticated Users Read ffrom Security Fittering) Mo

f@, Domain Admins (TEST"Domain Admins) Custom Mo

f@ Erterprise Admins {TEST Enterprise Admins) Custom Mo

52 ENTERPRISE DOMAIN CONTROLLERS Read No

%SYSTEM Edit settings, delete, modify security  No
S

Click on Add to select the user or the group.

Select User, Computer, or Group

Select this object type:
User, Group, or Builtin security principal
From this location:

test.mysmartlogon.com

Enterthe object name to select (=amples):

7

adiant

Check Names

:

0K

Select the permission "Edit settings'

Add Group or User

GI’OLID Qr User name:

TEST \Adiart

Permissions:

Edit settings
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