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Error messages

The smart card certificate used for authentication was not trusted

Message :

The system could not log you on. The smart card certificate used for authentication was not trusted.

The system could not log you on. The smart card certificate used for authentication was not trusted.

o e

Cause :

The certificate which was presented to the system is not trusted by the client computer or the
domain computer. This may be caused by the absence of the root and intermediate certificates in
the computer store and/or the NTLM store. Another cause is the system that couldn't verify if the
certificate has been revoked.

The more probable cause is that the certificate has no "CRL Distribution Point (CDP) location™ or
the domain controller couldn't contact the CDP via the network.

Diagnostic :
A) Check for any smart card problems

Run “certutil —scinfo” to detect any problem related to the smart card. For example, a certificate
which is not matching the private key.

B) Check that the smart card certificate is trusted

Run "certutil -scinfo" and look for "Smart card logon: chain validates".
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EA Administrator: C\Windows\system32\cmd.exe - certutil -scinfo

CA_VERIFY_FLAGS_CONSOLE_TRACE <(Bx2ARAAAAA>

= CA_VERIFY_FLAGS _DUMP_CHAIN <Bx40008000>

i =1.3.6.1.4.1.311.28.2.2 Smart Card Log
ChainFlags = CERT_CHAIN_REUVOCATION_CHECK_CHAIN EHCLUDE ROOT (Bx40000888>
HCCE_LOCAL_MACHINE
CERT_CHAIN_POLICY _NT_AUTH
———————— CERT_CHAIN_CONTEXT
ChainContext.dwInfoStatus = CERT_TRUST_HAS_PREFERRED_ISSUER (Bx188>
iChainContext.dwRevocationFreshnessTime: 3 Hours, 48 Minutes, 19 Seconds

SimpleChain.dwInfoStatus = CERT_TRUST_HAS_PREFERRED_ISSUER {(Bx188>
S impleChain .dwRevocationFreshnessTime: 3 Hours, 48 Minutes. 19 Seconds

CertContext [B1[B]: dwInfoStatus=182 dwErrorStatus=8
Issuer: SERIALHNUMBER=288884, CH=Foreigner CA. C=BE
NotBefore: 2-/13/280% 12:88 AM
NotAfter: 1,38,2814 12:59 AM
Subject: SERIALNUMBER=88871447162, G=Uincent Xavier, BN=Le Toux,. CH=Uincent Le
Toux ¢Signature), C=FR
Serial: 1AAAAAAAAAAAG357a1@5a428e24f79f6
Bd a4 d5 el cd ch af 29 di1 33 73 84 1a 99 57 2f c5 86 al 78
Element .dwInfoStatus = CERT_TRUST_HAS_KEY_MATCH_ISSUER <(@x2>
ElEEingadHInPOStatuﬂ = CERT_TRUST_HAS_PREFERRED_ISSUER {Bx188>
Issuer: SERIALNUMBER=288884, CN=Foreigner CA. C=BE
d? 87 ef 1d 66 e6 be el 6d dd 56 2c ed d8 927 b2 3d bl f1 cd

If the test fails, the string is transformed to "smart card logon : chain on smart card is invalid"

ER Administrator: C! \Wlndows\systemﬂ\cmd EXE =0Ea] @

: Chain on smart card is invalid
e GOMCOIE TDACT <R, 0RRRRAARY

dwFlags = C _UERIFY_FLAGS_DUMP_CHAIN (Ax4AAARAAA>
ChainFlags = CERT_CHAIM_REVOCATION_CHECK_CHAIN_EXCLUDE_ROOT (Bx400880008)>
HCCE LOCRL _MACHINE
GERT_CHAIN_POLICY_BASE

———— CERT_CHAIN CONTEHT

nContext.dwInfoStatus CERT_TRUST_HAS_PREFERRED_ISSUER (@x188>
ChalnContext.duReuocationFPeshnessTime: 19 Hours, 22 Minutes, 5 Seconds

S impleChain.dwInfoStatus = CERT_TRUST_HAS_PREFERRED_ISSUER (Bx18@>
SimpleChain.dwRevocationFreshnessTime: 19 Hours. 22 Minutes,. 5 Seconds

CertContext[A1[A]: dwInfoStatus=182 dwErrorStatus=0
Issuer: CN=COMODO Code Signing CA 2, 0=COMODO CA Limited, L=Salford. S=Greater
Manchester, C=GB
NotBefore: 2252814 2:88 AM
NotAfter: 2/26,2015 1:57 AM
Subject: CH=Uincent Le Toux, O=Uincent Le Toux, STREET=46 rue de 1°’Alma, L=Cou
rhevoie, S=Mone. PostalCode=92488,. C=FR
Serial: c5485531A6cBcB3335cB81d763873bfee
SubjectAltName: RFC8Z2 MName=contactCmysmartlogon.com
el 9b 23 aa 83 d6 e8 38 78 cd 59 S5a £f8 79 17 ?f Ad 38 61 2e
Element .dwInfoStatus = CERT_TRUST_HAS_KEY_MATCH_ISSUER <(@x2>
Element .dwlnfoStatus = CERT_TRUST_HAS_PREFERRED_ISSUER <(Bx18@>
GRL (null>:
Issuer: CN=COMODO Code Signing CA 2, 0=COMODO CA Limited, L=Salford. S=Great
er Manchester. C=GB
82 96 74 72 e3 d? f6 6c ?f 11 21 Bd 68 e4 43 f5 ee f1 19 4c
IssuancelB] = 1.3.6.1.4.1.6449.1.2.1.3.2
Application[@] = 1.3.6.1.5.5.7.3.3 Code Signing

To verify trust issues more in depth:

1) Open the certificate file on the client computer

2) Open the “certification path” and note all root and intermediates certificates

3) Open the computer certificate store (not the user certificate store)

4) Check the presence of the root certificate in the “Trusted Root Certification Authorities
store”

5) Check the presence of all intermediate certificates, if any, in the “Intermediate
Certification Authorities”

6) Do the same on the domain controller used for the authentication (it can be determined by
the command “echo $LOGONSERVERS”)
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7) Check the presence of all intermediate and root certificates in the NTLM store by running
the command : certutil -viewstore -enterprise NTAuth

C) Check the CRL of the smart card certificate
Please see the chapter Check that the smart card can be used for logon

Key usage
Open the properties of the certificate and search for the property "Key Usage".
This property should contain one of the following :
e Key Encipherment
o Data Encipherment
o Digital Signature
If it doesn't, the certificate can't be used for smart card logon.
In the following example, the first certificate is ok. The second isn't.

Certificate _ Certificate
General | Detais | Certification Path | General | Detais | Certification Path |

Show: [<Al> v] Show: [<Al> v]

Field Value Field Value
[ public key RSA (1024 Bits) Certificate Polices [1)Certificate Policy:Policy Ide...

{5 ) Authority Key Identifier KeyID=93 07 55 62 fie 36 76 3... (&1} cRL Distribution Points [1]CRL Distribution Point: Distr...

{5 ] Authority Information Access  [1]Authority Info Access: Acc... {5 INetscape Cert Type SMIME (20)

[51] Certificate Polices [1)Certificate Policy:Policy Ide... {51 Qualified Certificate Statem... 300a 3008060604008 46...
CRL Distribution Points [1]CRL Distribution Point: Distr... Key Usage Non-Repudiation (40)

[5 INetscape Cert Type sSL Client Authentication, SML... [ ] thumbprint algorithm shal

5 Key Usage Digital Signature (80) [] Thumbprint O0da4dSelcdchaf29d133...

=] Th wnbewint alanithen chat

Digital Signature (80) INon-Repudiation (40)

Edit Properties... Copy to File... Edit Properties... Copy to File...

Learn more about certificate details Learn more about certificate details

Cex ] Lo ]
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Certificate
General | Detais | Certification Path

Show: [<M> v]

Field value

53] Authority Information Access  [1)Authority Info Access: Acc...

{3 ] subject Alternative Name RFC822 Name =mattwheaton...

&l2.5.20.9 30 12 30 10 06 08 2b 06 01 05...
{i]Enhanced Key Usage Smart Card Logon (1.3.6.1.4....

Jii Key Usage Digital Signature, Non-Repudia...
[ Thumbgrint aigorithm shat

[ humbprint 167154492 20 51cfa75a...

lDio‘tal Signature, Non-Repudiation (c0)

Edit Properties... Copy to File...

Learn more about certificate details

Lo ]

Extended Key Usage

Open the properties of the certificate and search for the property "Extended Key Usage".

The property should be missing, or either contain "Smart Card Logon™ or "Client Authentication".

If the attribute is present but does not contain one of these tags, the certificate can't be used for smart card
logon.

In the following example, the first certificate doesn't have this attribute (OK). In the second example, the
attribute is populated, but with one usage not listed (Not OK).
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Value Value

KeyID=03 07 55 62 fe 26 76 3... | {51 Authority Key Identifier KeylD=1e c5b12c 7d87da0...
[1)Authority Info Access: Acc... (3] Subject Key Identifier e861c42daec1a9d5 8.
[1]Certificate Policy:Policy Ide... [ ]Enhanced Key Usage Code Signing (1.3.6.1.5.5.7.3.3)
[1]CRL Distribution Point: Distr... {53 |Netscape Cert Type Signature (10)

SSL Client Authentication, SML... {3 | Certificate Polices [1]Certificate Policy:Policy Ide...
Digital Signature (80) &) CRL Distribution Points [1]CRL Distribution Point: Distr...
51 Authority Information Access  [1]Authority Info Access: Acc...

Suhiert e Name BFCR?? Nama tart

KeyID=93 07 55 62 fe a6 76 34 dc 35 7f af a7 70 5 Ob 3¢ 40 00 9f ode Signing (1.3.6.1.5.5.7.3.3)

EdtPropertes... | [ CopytoFiew. | Edit Properties... | [ CopytoFie... |
Learn more about certificate details Learn more about certificate details

o ]

| General | Detais | certification Path |

show: [<al> v

Field Value

{3 Authority Information Access  [1]Authority Info Access: Acc...

[y |subject Alternative Name ~ RFC822 Name =mattwheaton. ..

6312.5.29.9 30 12 30 10 06 08 2b 06 01 05...
31 Enhanced Key Usage Smart Card Logon (1.3.6.1.4....

[ic Ky Usage Digital Signature, Non-Repudia...
-] thumbprint algorithm shal

[ Thumbprint 16 7154 ¢ 9a 20 51cfa75a ...

Card Logon (1.3.6.1.4.1.311.20.2.2)
t Authentication (1.3.6.1.5.5.7.3.2)
e Email (1.3.6.1.5.5.7.3.9)

| EdtPropertis... | [ CopytoFie... |
Learn more about certificate details

——
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CRL Troubleshooting.
Solution :

Trust issues :

o If the certificate is not trusted by the computer certificate store of the client computer or the
domain controller, add the certificates missing in a GPO or directly in the certificate stores
involved.

e If aroot or intermediate certificate is missing in the NTLM store, you can add it using the

command :
certutil -dspublish -f [cert file] NtAuthCA

Don’t forget that the certificates need 8 hours to be deployed for the NTLM store. You force the
deployment using the command gpdupate /force on the domain controller and on the client computer.

CRL issues :
Please see the chapter Check that the smart card can be used for logon
Key usage

Open the properties of the certificate and search for the property "Key Usage".
This property should contain one of the following :
e Key Encipherment
o Data Encipherment
o Digital Signature
If it doesn't, the certificate can't be used for smart card logon.
In the following example, the first certificate is ok. The second isn't.

10
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| General | Details | Certification Path | | General | Details | Certification Path |

Show: [<AI> v] Show: [<AI> v]

Field value Field Value
Public key RSA (1024 Bits) Certificate Policies [1)Certificate Policy:Policy Ide...
(5] Authority Key Identifier KeyID=93 07 55 62 fe a6 76 3... (51| CRL Distribution Points [1]JCRL Distribution Point: Distr....
{31 ] Authority Information Access  [1)Authority Info Access: Acc... {51 INetscape Cert Type SMIME (20)
{51 Certificate Polices [1]Certificate Policy:Policy Ide... {51 Qualified Certificate Statem... 30 0a 30 08 06 06 04 00 8e 46...
[3]caL Distribution Points [1]CRL Distribution Point: Distr... [ic)Key Usage Non-Repudiation (40)
{51 INetscape Cert Type SSL Client Authentication, SML... |- Thumbgrint algorithm shal

Digital Signature (0) -] Thumbprint DdaddSelcdcbaf29d133...

[ Thuwmbnrint alnnrithm

Digital Signature (80) fion-Repudation (40)

Edit Properties... Copy to File... Edit Properties...

Learn more about certificate details Learn more about certificate details

| General | Details | Certification Path |

show: [<Al> -

Field Value
{5 Authority Information Access  [1]Authority Info Access: Acc...

{31 ) subject Alternative Name RFC822 Name =mattwheaton...
25209 30 12 30 10 06 08 2b 06 01 05...
{51 |Enhanced Key Usage Smart Card Logon (1.3.6.1.4....
[iclkey Usage Digital Signature, Non-Repudia... [ ]
[ Thumbgprint algorithm shal E
[ Thumbprint 16 7154 9e 92 20 51cfa7 5a ...

-

Digital Signature, Non-Repudiation (c0)

Edit Properties... Copy toFie... |
Learn more about certificate details

(o ]

Extended Key Usage

Open the properties of the certificate and search for the property "Extended Key Usage".
The property should be missing, or either contain "Smart Card Logon™ or "Client Authentication".

If the attribute is present but does not contain one of these tags, the certificate can't be used for smart card
logon.

11
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In the following example, the first certificate doesn't have this attribute (OK). In the second example, the
attribute is populated, but with one usage not listed (Not OK).

| | Detals | Certification Path |

| | Detals | Certification Path |

Show: |Extensions Only -

Field Value

Gilauthority Key Identfier

KeyID=93075562fe a6 76 3... !

{51} Authority Information Access  [1]Authority Info Access: Acc...
[i | Certificate Polices

{51 CRL Distribution Points
{31 INetscape Cert Type

i key Usage Digital Signature (80)

[1]Certificate Policy:Policy Ide...
[1)CRL Distribution Point: Distr...
SSL Client Authentication, SML...

KeyID=93 07 55 62 fe a6 76 34 dc 35 7f af a7 70 f50b 3c 40 00 5f

| EdtPropertes... | [ CopytoFie.. |

Learn more about certificate details

Show: [Extensions Only

-

Field

(5] Authority Key Identifier
Sth]ec’t‘ Key Identifier

Flciihiart altarnative Nama

Value

KeylD=1ec5b12c 7d87da0...
eB61ci2daeclagd53cse...
Code Signing (1.3.6.1.5.5.7.3.3)
Signature (10)

[1]Certificate Policy:Policy Ide...
[1]CRL Distribution Point: Distr....
[1)Authority Info Access: Acc...
RDFECRYI N art @mve

“ode Signing (1.3.6.1.5.5.7.3.3)

| EdtPropertes... | [ CopytoFie.. |

Learn more about certificate details

| | Detais | Certification Path |

show: [<al> v

Field Value

[53 ) subject Alternative Name
&2.5.29.9

+y3 Enhanced Key Usage

i |Key Usage

[ ] humbprint algorithm shal
[ Thumbprint

] Authority Information Access  [1]Authority Info Access: Acc...
RFC822 Name =mattwheaton...
30 12 30 10 06 08 2b 06 01 05...
Smart Card Logon (1.3.6.1.4....

Digital Signature, Non-Repudia...

1671544e 9 2051cfa75a...

Card Logon (1.3.6.1.4.1.311.20.2.2)
t Authentication (1.3.6.1.5.5.7.3.2)
e Email (1.3.6.1.5.5.7.3.9)

| EdtPropertes... | [ CopytoFie... |

Learn more about certificate details

(.

e ]

12
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CRL Troubleshooting.

13



——
22 MySmartLogon
[y

Your credentials could not be verified

Message:

The system could not log you on. Your credentials could not be verified.

e

The system could not log you on. Your credentials could not be verified.

Cause :
The domain controller couldn't find the account which is associated to the smart card

OR the certificate has been associated to more than one account.
OR there is an issue with the mapping which is not recognized.
OR there is an issue with KB5014754

Solution :

1) Check for Event logs in the SYSTEM related to Kerberos

Event 11, Security-Kerberos

General | Details I

The Distinguished Name in the subject field of your smartcard logon certificate does not contain enough il ion to locate the appropriate demain on an unjoined machine. Please contact your
system adrministrator.

If there is no event or “The Distinguished Name in the subject field of your smartcard logon certificate
does not contain enough information to locate the appropriate domain on an unjoined machine. Please
contact your system administrator.”, this could be the case.

That means that in general there is no mapping found with your certificate.

If you are using non usual mapping such as: X509:<I>xxx<S>xxx<SR>, this could be also a cause
Solution re-associate the certificate to the account using explicit or UPN mapping.

2) verify that the certificate has not been assigned using explicit mapping twice.

Run AdExplorer.exe and go the menu "search".

Search for the attribute "altSecurityldentities” with the relation "Not Empty". Then check for duplicate
results.

14



——
22 MySmartLogon
[y

Search for objects with the following attributes:

Class: h

Attribute:  altSecurityldentities -

Value:
tl I

(altSecurityldentities=") Add

Current Search Criteria:

Attribute Relation Value
fl altsecurityldentities not empty

digtinguishedMName
@, CN=Adiant.CN=sers. DC=test DC=)
&, CN=tata CN=Users.DC=test DC=m..

. X508:<1>C=BE CN=Foreigner CA SERIALNUMBER=200804<5=C=FR CN=Vincent Le Towx (Autherticat...
X509:<|>C=BE CN=Foreigner CA SERIALNUMBER=200804<5>C=FR CN=Vincent Le Tow (Authenticat...

Save... Search Cancel
[ ) ]

3) KB5014754—Certificate-based authentication changes on Windows domain controllers
There has been changed related to string mapping.
Look for event in the SYSTEM event folder.

Event The Key Distribution Center (KDC) encountered a user certificate that was valid but could not

Text be mapped to a user in a strong way (such as via explicit mapping, key trust mapping, or a
5ID). Such certificates should either be replaced or mapped directly to the user through explicit
mapping. See hitps:/fgo.microsoft.com/fwlink/?linkid=2189925 to learn more.

User: <principal name=

Certificate Subject: <5ubject name in Certificate>

Certificate lssuer: <lssuer Fully Qualified Domain Mame (FODMN) =
Certificate Serial Number: <5erial Mumber of Certificate»
Certificate Thumbprint: < Thumbprint of Certificate>

If this is the case, edit the mapping.
Beware if you are using serial number mapping: the serial number bytes are written in reverse order.

15
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You cannot use a smart card to log on because smart card logon is not
supported for your user account

Message :

The system could not log you on. You cannot use a smart card to log on because smart card logon is not
supported for your user account, Contact your system administrator to ensure that smart card logon is
configured for your organization,

e

The system could not log you on. You cannot use a smart card to log on because smart card logon is not
supported for your user account. Contact your system administrator to ensure that smart card logon is
configured for your organization.

Cause :
The domain controller has no certificate issued by the Enterprise PKI component in its computer
certificate store.

This can be confirmed by the event 19 or 29: "The key distribution center (KDC) cannot find a suitable
certificate to use for smart card logons, or the KDC certificate could not be verified. Smart card logon may
not function correctly if this problem is not resolved. To correct this problem, either verify the existing
KDC certificate using certutil.exe or enroll for a new KDC certificate.”

@ Error 3/8/2015 0535 PM Kerberos-Key-Distribution-Center 19 Mone

A0 Warning 3/8/2015 6:05:15 PM Kerberos-Key-Distribution-Center 29 Mone 8
:ﬁ| 1 | 3
Event 29, Kerberos-Key-Distribution-Center x

The Key Distribution Center (KDC) cannot find a suitable certificate to use for smart card logons, or the KDC
certificate could not be verified, Smart card logon may not function correctly if this preblem is not resclved, To
correct this problem, either verify the existing KDC certificate using certutil.exe or enrcll for a new KDC certificate.

Solution :

A) You can force the application of the domain controller GPO to re-create the certificate using
“gpupdate /force”.

B) You can manually recreate the Domain Controller Authentication certificate.
On the domain controller, open mmc.
Click File, Click Add/Remove Snap-in.

Select Certificates, click Add, then select Computer account.

16
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Expand Certificates (Local Computer), right-click Personal, click All Tasks, and then click
Request New Certificate.

Consolel - [Console Rooth\Certificates (Local Computer)\Personal\Certificates] EI@
E File Action View Favorites Window Help - |[=] =
= 2@ olc=HE
~| Conscle Root * || Issued To ‘ Issued By Actions
a _ﬁ}J Certificates (Local Computer) ‘LEEJ ca CA Certificates &
4 [ Personal T3] WIN-PGAHECBE testmysmar... CA More .. b
« B T?us All Tasks » Request New Certificate...
= Import. -PGAHI2ECIEE,
= View » port..
> || Ente ) .
. T Inte MNew Window from Here Advanced Operations 4
> [ Trus New Taskpad View...
4 || Untn
= Refresh
> [ Thir Export List...
> | Trus
> | Rem Help
< il G || < I b
Request a new certificate from a certification authority (CA) in your domain

Press Next

| Certificate Enrollment

Select Certificate Enrollment Policy

Certificate enrollment policy enables enrollment for certificates based on predefined certificate termplates.
Certificate enrollment policy may already be configured for you,

Configured by your administrator
Active Directory Enrollment Policy hd

Configured by you Add Mew

Learn more about certificate enrollment policy

Select « Domain Controller Authentication » and press Enroll.

17
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=) Certificate Enrollment

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then
click Enroll.

Active Directory Enroliment Policy

[] Directory Email Replication 1) STATUS: Available Details v
[] Domain Controller j‘J STATUS: Available Details +
Domain Controller Authentication j‘J STATUS: Available Details +

[7] Show all templates
Learn rmore about cerfificates

Cancel

The certificate will be automatically enrolled.

=) Certificate Enrollment

Certificate Installation Results

The following certificates have been enrolled and installed on this computer.

Active Directory Enrollment Policy

Domain Controller Authentication J STATUS: Succeeded Details +

18
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The requested key container does not exist on the
smart card

Message :

The system could not log you on. The requested key container does not exist on the smart card.

=

The system could not log you on. The requested certificate does not exist on the smart card.
The system could not log you on. The requested key container does not exist on the smart card.
The system could not log you on. The requested keyset does not exist on the smart card.
Cause :

There is a problem with the smart card driver. The problem can be seen when trying to connect with
terminal server.

Solution :

Check using certutil -scinfo that the driver is installed on the server and on the client computer.

19
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An error occurred trying to use this smart card

Message :

The system could not log you on. An error occurred trying to use this smart card. You can find further
details in the event log. Please report this error to the system administrator.

e

The system could not log you on. An error occurred trying to use this smart card. You can find further
details in the event log. Please report this error to the system administrator.

Additional symptom:

Event 4625: An error occured during Login.

Status: 0xc000006d (logon failure)

Substatus: 0xc0000321 (The Kerberos protocol encountered an error while attempting to use the
smart card subsystem.) [source]

Event 4625, Microsoft Windows security auditing.

General Lm
An account failed to log on. -
Subject:
Security ID: SYSTEM
Account Name: WIN-PGAHIZECBES
Account Domain: TEST
Logon ID: 0ce? 3
Logon Type: 2
Account For Which Logon Failed:
Security ID: NULL SID
Account Name:
Account Domain:
Fadure Information:
Failure Reason: An Error occured during Logon.
Status: 0xc000006d
Sub Status: 0xc0000321
Process Information:
Caller Process ID: 040
Caller Process Name: C:\Windows\System32\winlogon.exe
Network Information:
Workstation Name: WIN-PGAHRECBE -
Log Name: Security
Source: Microsoft Windows security Logged: 10/3/2015 7:29:04 PM
Event ID: 4625 Task Category: Logon
Levet Information Keywords: Audit Falure
User N/A Computer: WIN-PGAHRECEE test.mysmartiogon.com
OpCode: Info
More [nformation:  Event Log Onling Help

Cause :
There is a problem with the smart card driver and/or the configuration. The system was unable to pick a
detailed error message.

20
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Solution :

Contact your smart card manufacturer. To get more detail about the problem, you can run api monitor and
attach to Isass.exe. You'll be able to report unusual error.

Example: in the following example, kerberos was unable to load the KSP

kerberos.DLL 000159d03a0, "OpenSC CSP, 0) NTE_FAIL 0x50090020 = An internal error...

viders { NULL, NCRYPT_KEY_STORAGE_INTERFACE, "KEY_STORAGE", "OpenSC CSP’, CRYPT_UM, 0, 0x000000000565d930, 0x000... STATUS_NOT_FOUND 0xc0000225 = The object was n...

ncrypt.dil
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The kerberos protocol encountered an error while
validating the KDC certificate during smart card
logon.

Message :

The system could not log you on. The kerberos protocol encountered an error while validating the KDC
certificate during smart card logon. There is more information in the system event log.

e

On terminal server:

The system could not log you on. The kerberos protocol encountered an error while validating the KDC
certificate during smart card legon. There is more information in the systern event log.

The system could not log you on. The kerberos protocol encountered an error while validating the KDC
certificate during smart card logon. There is more information in the system event log..

Additional symptom:

Event 9: Security-Kerberos.

(A certificate chain could not be built to a trusted root authority.)
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Event 9, Security-Kerberos

General l Details l

The client has failed to validate the Demain Controller certificate for WIN-P7O8UTEBTF2.ac.com.
The following error was returned from the certificate validation process: A certificate chain could
not be built to a trusted root authority.

Log Name: System

Source: Security-Kerberos Legged: 3/8/201912:09:02 AM

Event ID: 9 Task Category: MNone

Level: Error Keywords: Classic

Usen: N/A Computer: WIN-D6HP309PUFK.tech.ac.com
OpCode: Info

Muore Information:  Event Log Online Help

Cause :
The certificate chain couldn't be built.

Solution :

Run certutil -scinfo ;on the computer you try to connect) to perform the atomic check:
Certificate Details |

General lDetaiIs | certification Path |

LR Certificate Information

Windows does not have enough information to verify
this certificate.

Full chain:
| cl dB cd 2Ff 4h ?4 1c 5d aa 18 98 6d 49 a5 5f f4 17 7h 8Ff e3
Mizssing Issuer: CH=ac—WIN-P?O8B8UTS8BTF2-CA,. DC=ac. DC=com
Izzuer: CHN=ac—WIN-P/OBUTBBTFZ2-CA, DC=ac, DC=com
MotBefore: 37720819 11:55 PH
MotAfter: 3-6.-.2828 11:55 PM

Subject: CH=Administrator, CH=Users, DC=ac, DC=com
Serial: 6lbflcecBBBBIBRBBOA4
SubjectAltName: Other Mame:Principal Hame=Administratorfac.com
Template: SmartcardLogon
cl dB cd 2f 4bh P4 1c 5d aa 18 98 6d d? a5 5f f4 17 7h 8f e3
A certificate chain could not be built to a trusted root authority. Bx800LA1Aa |

Run it on a computer where it is working. Then copy the root certificate on the client computer on the
computer certificate store (mmc -> certificate -> local computer and not certmgr.msc). Run gpupdate
[force.
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The function requested is not supported

Issued By I
d %3 Remote Desktop Connection i) A

| Remote Desktop

00 80 04 30 <) Connection

B8 80 B4 30| |REEEsEEEy WIN-DSHP30SPUFK tech.ac.com

Remote ‘Des'ktop Connection &J

=)

{ "‘. An authentication error has occurred.
"M@ The function requested is not supported

|
C

D Remote computer: WIN-D6HP309PUFK.tech.ac.com

D |

C | I

System  Mumber of events: 15,560
Level Date and Time Source EventID Task Category i
@Information 3/8/201910:42:53 AM Service Control Mana... 7036 Mone L
@Information 3/8/2019 10:40:19 AM Service Control Mana... 7036 Mone

ﬂ Error 3/8/2019 10:40:12 AM LSA (LsaSrv) 6041 Mone

i Warninn 2/R/019 10:20:02 AMA DMIS Client Furents 1014 Mone i

Event 6041, LSA (L=aSrv) x

General | Details

A CredS5P authentication to TERMSRV/WIN-D&HP309PUFK tech.ac.com failed to negotiate a common protocol version. The remote host
offered version 2 which is not permitted by Encryption Oracle Remediation.

See https://go.microsoft.com/fwlink/Flinkid=866660 for more information.

see https://support.microsoft.com/fr-fr/help/4093492/credssp-updates-for-cve-2018-0886-march-13-2018
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No valid certificates found

Message :
"No valid certificates found" or the certificate is not shown on the logon screen.

Windows Security @

Smart card logon tester
mysmartlogon.com

Use another account

U

Mo valid certificates found
Check that the card is inserted corre...

(<]

(0] 4 ] | Cancel

Causes :

The only mapping allowed is the UPN mapping

OR

The usage attributes described in the certificate forbid the use of this certificate for smart card logon.

For example, you are trying to access a server using terminal server from a client computer which does not
belong to the current domain.

OR
The certificate chain is not trusted.
Solutions

If the UPN mapping is the only mapping authorized, you can remove all the client restriction by setting all
the possible GPOs.
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- Group Policy Management Editor
File  Action

|

View Help

= H=IF

(=N ECl ==

=[ Default Domain Policy [WIN-PGAHI2ECIBE.TES = || Setting State Comment
4 i C..ompL.lt.er Configuration |i=] Allow certificates with no extended key usage certificate attr... Enabled Mo
‘- F9I|C|es i =] Allow Integrated Unblock screen to be displayed at the time ... Not configured Mo
| Software Settings iz| Allow signature keys valid for Logon Enabled Mo
| Windows Settings ':_:‘T 9 i id . Fg g N q 4 N
. 3 Administrative Templates: Policy del 1] Turn on certr |cat.e.pr0pagat|0n rom smart car ot con ?gure o
. (3 Network =] Turn on root certificate propagation from smart card Mot configured Mo
;? System E1| =] Prevent plaintext PINs from being returned by Credential M...  Not configured Mo
4 [ Windows Components \iz] Allow ECC certificates to be used for logon and authenticati..  Not configured Mo
3 BitLocker Drive Encryption \iz] Filter duplicate logon certificates Mot configured Mo
+ Internet Explorer \i=] Force the reading of all certificates from the smart card Mot configured Mo
':é, Remote Desktop Services \i=| Display string when smart card is blocked Mot configured Mo
+ Smart Card || Turn on Smart Card Plug and Play service Mot configured Mo
= All Settings || 5] Motify user of successful smart card driver installation Mot configured Mo
4 || Preferences
4 [ | Windows Settings
Environment
é’? Files
(3 Folders =l a | m 3
4 " J ’ Extended j, Standard /
In this case :
o Allow certificates with no extended key usage certificate attribute
e Allow signature keys valid for logon
e Force the reading of all certificates from the smart card
You can verify that the GPO is deployed by verifying the registry keys :
¥ Registry Editor [E=5(ECE 53
File Edit Wiew Favorites Help
- L MySmartLogon * || Mame Type Data
- S[’lBC abi(Defaut) ’ REG_S7 fvalue not set)
44 "o ';;?5 . 4] AllowCertificatesWithNoEKU REG_DWORD 0x00000001 (1)
Fe icroso
- Crvpt h .?5'_"*JA||DWSigI"IEtLII'EOI"I|)fKE}f5 REG_DWORD (0400000001 (1)
> -l ogra
thfoggn Py 2| ForceReadingAllCertificates REG_DWORD 000000001 (1)
----- , PeerDist I
>~ SysternCertificates
4 - Windows =
s | CurrentVersion
s - IPSec
..... , Metwork Connections B
----- . MetworkConnectivityStatusindicator
> - | safer
----- . SmartCardCredentialProvider
----- | Systemn IEN 1n b
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\SmartCardCredentialProvider

If the certificate is still not shown, it can't be used for smart card logon.
Please see the chapter :Check that the smart card can be used for logon

As an alternative, you can use the following registry key file :
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Windows Registry Editor Version 5.00

[HKEY LOCAL MACHINE\SOFTWARE\Policies\Microsoft\Windows\SmartCardCredentialPro
vider]

"AllowCertificatesWithNoEKU"=dword:00000001
"AllowSignatureOnlyKeys"=dword: 00000001
"ForceReadingAllCertificates"=dword:00000001

To check that the smart card certificate is trusted, run certutil -scinfo and at the end of the
procedure, double-click on the certificate and check that the mention "the certificate is ok™ is shown.

Otherwise, be sure that the root certificate and the intermediates certificates are registered in the user
certificate store. This store can be accessed using certmgr .msc.

A workaround for the terminal server client (mstsc.exe) used without administrator rights, exists :

You can disable NLA on the server using the system properties. Just deselect "Allow connections only
from computers running Remote Desktop with Network Level Authentication (recommended)".

System Properties “

Computer Name | Hardware | Advanced | System Protection | Remote

Remote Assistance

Allow Bemote Assistance connections to this computer

What happens when | enable Remote Assistance?

Adwvanced...

Remote Deskiop
Choose an option, and then specify who can connect.

("3 Don't allow remote connections to this computer

[C] Allow connections only from computers running Remote
Desktop with Netwark Level Authentication {recommended)

Help me choose Select Users...

Cancel Aoply

You have to disable NLA on the client for this session by editing the rdp file related to this connection
using notepad and append the following line : EnableCredSspSupport:i:0

™ test RDP - Bloc-note [ il

Fichier Edition Format Affichage 2

prompt for credentials:i:0
negotiate security layer:i:1
remoteapplicationmode:i:0
alternate shell:s:

shell working directory:s:
gatewayhostname:s:
gatewayusagemethod:i:4
gatewaycredentialssource:i:4

gatewayprofileusagemethod:i:0
promptcredentialonce:i:1l
use redirection server namegj
EnableCredsspsupport:i:0

4

Lnl, Coll
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Checking for a healthy smart card

Using certutil

Certutil is a troubleshooting tool provided by Microsoft.

Note : certutil.exe is installed by default starting Windows Vista and Windows 2008. Certutil can be
installed on Windows XP by the package "WindowsServer2003-KB304718-AdministrationToolsPack™

You can run certutil by typing Windows +R

= Run [—J—?&

F .

== Typethe name of a program, folder, document, or Internet
rescurce, and Windows will open it for you.

Open: cmd -

B This task will be created with administrative privileges.

] | Cancel | | Browse...

Then “cmd” then “certutil -scinfo”

Expected diagnostic of a healthy smart card

BN Administrator: CA\Windowshsystem32'cmd.exe E

C:SmartCardMinidriverTest>certutil —scinfo L.
The Microsoft Smart Card Resource Manager is »unn This is OK:
ﬁursent riader/card status:
eaders: ¢ P
B: MySmartLogon Uirtuwual Smart Card Reader 8 The card field is not emntv
—— Reader: MySmartLogon Uirtual Smart Card Reader 8
——— Status: SCHRD _STATE PHESEHT : SCHRD STHTE UNPOHERED

- Cald: EIDU11tua1 EIDU11tua13ma1tCa1d
3b 8c A1 4d 7? 53 6d 61 72 P4 4c 6f 67 6f 6e ab ; - -MySmartLogon.

ng card in reader: MySmartLogon Uirtuwal Smart Card Reader 8
issing stored keyset
Missing stored keyset

CertlUtil: —8CInfo command FATLED: Bx88@98816 <(-2146893882>
CertUtil: Keyset does not exist

C:sEmartCardMinidriverTest>
The previous screenshot shows an empty smart card, without any certificate or private key stored (the

KeySet does not exist)
(Look at the ATR and the mention “SCARD_STATE PRESENT”)
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Smart card absent

An empty smart card reader will produce the following output :

BR Administrator CA\Windowshsystem32hcmd.exe E

C:EmartCardMinidriverTest>certutil —scinfo
The Microsoft Smart Card Resource Manager is running.
Current reader-card status:
Readers: 1
a: MySmaPthgun Uirtual Smart Card Reader @
—— gl el bt Lintuadetnantetand Reader B
! Status: SCARD_STATE_
—— Status: MNo card.
——— Lard-

CertUtil: —-SCInfo command completed successfully.

G EmartCardMinidriverTest>

(Look at the mention “SCARD STATE _EMPTY”)
Causes :

e Anincompatible smart card has been connected
e The smart card reader doesn’t recognize the smart card

Solution :

e Check the connections between the smart card and the reader
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A minidriver or a CSP has not been installed

A minidriver or a CSP (the driver of the smart card and not for the reader) not installed will produce the
following results :

v 5
Insert Smart Card [—J—EB-

N
\4 Please insert a smart card.

Details

Smart card readers: Smart card inserted:
‘ Unknown Card

MySmartLogon Smart card status:

Virtual Smart . A smart card was detected but is not
the one required for the cument
operation. The smart card you are
using may be missing required driver
software or a required certfficate.

| Cancel | | Details << ]

A A

@8 C\Windows\systern32\emd =k

Current Iﬂmﬂﬁfatdld status:

The rawd iz auailahls for uee

3b B A1 4d 77 53 6d K1 Y2 V4 4c b BV BF bhe ab s - -MySmartLogon.

1 Smawt Card Readesr B8
nnot find the File specified. Bx2 <WI
NHZ. 2
Cannot retwrieve Provider Mame For SCardGetCardlypeProviderMame: The syzten canno
it Find the File specified. Bx2 W B
L-annnt retrieve FProvider Hame for

UEPEﬁtiI: —HGCInfo command FAILED: Hx? (WIM3IZ: 22
Certltil: The zystem cannot find the file specified.

cawllzerssHodo L LEYHAERT »_

An ATR entry, here 3b 8c 01 ..., means that a smart card has been inserted.

However the empty line for “Card” means that the system couldn’t find a driver. Moreover, the system
returns an error about “Cannot retrieve Provider Name for <null>“.
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Also the “CALAIS” database in the registry won’t show an entry for the smart card.
4l Cryptography

4. AutcEnroliment
a- ) Calais
J. Cache
4 . Readess

~- L MySmartLogon Virtual Smart Card Reader 0
4| ), SmatCardc
L Identiy Device [Microsoft Genenc Profile)
~-Ju Identiy Device (NIST SP 800-73 [PIV])
-~ CatalogDB
- b CatDBTempFiles

Note: on 64 bits systems there are two CALAIS database : the 64 bits one and the other in
WOW6432Node.

Causes :

e No CSP or minidriver has been installed
e A 32 bits but not 64 bits CSP or minidriver has been installed on a 64 bits system
e The smart card doesn’t have cryptographic capabilities exposed (EMV cards, NFC, ...)

Solutions :

1. Ask your manufacturer for proper software
2. Use compatible smart card
3. Wait for the installation of the driver if it is auto downloaded from Microsoft Update.

Installing device...

Please wait while Setup installs necessary files on your system. This may take

— .
° B several minutes,
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The smart card resource manager is not running

If the smart card service is not running, the following error will be showed :

BR Administrator CA\Windowshsystem32hcmd.exe E

s C oot CandMio dduinenTact Seantutil —coiofo
The Microsoft Smart Card Resource Manager is not running.
HaitForSingleObject: Service is in an unknown state.

CertlUtil: —SCInfo command FAILED: Bx80A78182 (WIN32-HTTP: 258>
CertUtil: The wait operation timed out.

C:=sEmartCardMinidriverTest>

Causes :

e The “Smart card” service has been disabled
e A smart card reader has not been connected

Solutions

e Go to “services” (administrative tools), find the service and start it

32



——
&% MySmartLogon

Check that the smart card can be used for logon

Key usage

Open the properties of the certificate and search for the property "Key Usage".

This property should contain one of the following :

e Key Encipherment

e Data Encipherment

o Digital Signature

If it doesn't, the certificate can't be used for smart card logon.
In the following example, the first certificate is ok. The second isn't.

Certificate
General | Detais | Certification Path |

General | Detais | Certification Path |

Show: [<Al:-

-

Show: [<Al:-

-

Field
[]public key

Authority Key Identifier

{5 ] Authority Information Access
Certificate Polides

CRL Distribution Points

[5 INetscape Cert Type

=] Th wnbewint alanithen

Value
RSA (1024 Bits)

KeyID=93 07 55 62 fe a6 76 3...
[1)Authority Info Access: Acc...
[1]Certificate Policy:Policy Ide...
[1)CRL Distribution Point: Distr...
SSL Client Authentication, SML...

= Key Usage Digital Signature (80)

chat

Field

[ | certificate Polices

CRL Distribution Points
Netscape Cert Type

Qualified Certificate Statem...
Key Usage

[ -] Thumbprint aigorithm

=] Thumbgrint

Value

[1]Certificate Policy:Policy Ide...
[1]CRL Distribution Point: Distr...

SMIME (20)

30 0a 30 08 06 06 0400 Be 46...

Non-Repudiation (40)
shal

O0da4dSelcdcbaf29d133...

Digital Signature (80)

Edit Properties..

Learn more about certificate details

Non-Repudiation (40)

Copy to File...

Edit Properties..

Learn more about certificate details

Copy to File...

Cex ]

Lo ]
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Certificate
General | Detais | Certification Path

Show: [<M> v]

Field value

53] Authority Information Access  [1)Authority Info Access: Acc...

{3 ] subject Alternative Name RFC822 Name =mattwheaton...

&l2.5.20.9 30 12 30 10 06 08 2b 06 01 05...
{i]Enhanced Key Usage Smart Card Logon (1.3.6.1.4....

Jii Key Usage Digital Signature, Non-Repudia...
[ Thumbgrint aigorithm shat

[ humbprint 167154492 20 51cfa75a...

lDio‘tal Signature, Non-Repudiation (c0)

Edit Properties... Copy to File...

Learn more about certificate details

Lo ]

Extended Key Usage

Open the properties of the certificate and search for the property "Extended Key Usage".
The property should be missing, or either contain "Smart Card Logon™ or "Client Authentication".

If the attribute is present but does not contain one of these tags, the certificate can't be used for smart card
logon.

In the following example, the first certificate doesn't have this attribute (OK). In the second example, the
attribute is populated, but with one usage not listed (Not OK).
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Value Value

KeyID=03 07 55 62 fe 26 76 3... | {51 Authority Key Identifier KeylD=1e c5b12c 7d87da0...
[1)Authority Info Access: Acc... (3] Subject Key Identifier e861c42daec1a9d5 8.
[1]Certificate Policy:Policy Ide... [ ]Enhanced Key Usage Code Signing (1.3.6.1.5.5.7.3.3)
[1]CRL Distribution Point: Distr... {53 |Netscape Cert Type Signature (10)

SSL Client Authentication, SML... {3 | Certificate Polices [1]Certificate Policy:Policy Ide...
Digital Signature (80) &) CRL Distribution Points [1]CRL Distribution Point: Distr...
51 Authority Information Access  [1]Authority Info Access: Acc...

Suhiert e Name BFCR?? Nama tart

KeyID=93 07 55 62 fe a6 76 34 dc 35 7f af a7 70 5 Ob 3¢ 40 00 9f ode Signing (1.3.6.1.5.5.7.3.3)

EdtPropertes... | [ CopytoFiew. | Edit Properties... | [ CopytoFie... |
Learn more about certificate details Learn more about certificate details

o ]

| General | Detais | certification Path |

show: [<al> v

Field Value

{3 Authority Information Access  [1]Authority Info Access: Acc...

[y |subject Alternative Name ~ RFC822 Name =mattwheaton. ..

6312.5.29.9 30 12 30 10 06 08 2b 06 01 05...
31 Enhanced Key Usage Smart Card Logon (1.3.6.1.4....

[ic Ky Usage Digital Signature, Non-Repudia...
-] thumbprint algorithm shal

[ Thumbprint 16 7154 ¢ 9a 20 51cfa75a ...

Card Logon (1.3.6.1.4.1.311.20.2.2)
t Authentication (1.3.6.1.5.5.7.3.2)
e Email (1.3.6.1.5.5.7.3.9)

| EdtPropertis... | [ CopytoFie... |
Learn more about certificate details

——
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CRL Troubleshooting

This chapter will investigate CRL processing more deeply, this is the verification process to determine if a
certificate has been revoked.

Checking that the certificate revocation check process is working

1) Verify that the certificate contains a “CRL Distribution Point” by opening the certificate
Certificate @

General | Details | Certification Path

show: | <aAll» |
Field Value g
.Q.. Enhanced Key Usage Code Signing (1.3.6.1.5.5.7.3.3)
.Q.' Metscape Cert Type Signature (10)
.Q.' Certificate Policies [1]Certificate Policy:Policy Ide...
&
.é.' Authority Information Access  [1JAuthority Info Access: Acc... |E
(5 ] Subject Alternative Name RFC822 Name =contact@mys...
¥ ] Key Usage Digital Signature (80)
=1l Rasic Canstraints Suihiert Tune=Fnd Fntity_Dat b

[1]CRL Distribution Point
Distribution Point Mame:
Full Name:
URL =http: f/crl. comodoca. com/COMODOCodeSigningCA. crl

Copy to File...

Learn more about certificate details

[ o |

If no CDP is referenced in a smart card logon certificate and if the CRL checking is not disabled,
the smart card logon will fail. See bellow to disable the CRL checking.

2) Check that the client computer can contact the CDP by running certutil -urlfetch -
verify test.cer

3) Run this test again using the system account (the proxy used by the system is not the same) by
running psexec -s running certutil -urlfetch -verify test.cer

4) Run this test on the domain controller, using the system account

Screenshots for working and not working CRL checks
For your information, below you see a working CRL check :

Basze CRL CDP
'Mone" Time: @

Certificate OCSP
Uerified "OCEP"™ Time: 4
[B.8]1 http:-“ocsp.comodoca.com

CRL <null>:
Izszuer: CH=COMODOQ Code Signing CA,. O0=COMODO CA Limited,. L=Salford. S=Greater
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A failed CRL check with no network. Please look at “This network connection does not exists — error
0x800708CA. In this case the computer is not connected to a network.

ement ..dwlntostatus = H1 _1 KU _HHa i L 1
———————————————— Certificate AIA ——F——F———
€]
—————————————— Certificate GDP -—"——F—————
Failed "CDP" Time: @
Error retrieving URL: This network connection does not exist. BxB808788ca <WI
M32: 2258>

I 2 " " " "
T e L T T O T T T O R T o

———————————————— Baze CRL CDP —m—F————————
Y Time: @
———————————— Certificate 0GP ——"——17"""—"—""—"——
Failed "OCEP'" Time: B
Error retrieving URL: This network connection does not exist. BxB00788ca (WI
M3Z2: 2258
http://ocsp.usertrust.com

A failed CRL check with a timeout problem. Please look at the message “The operation timed out” — error
0x80072ee2. In this case, it may be due to a proxy configuration problem. See below for a solution.

- 1 o= _— 1 _— M U [} ]
———————————————— Contilfscada OT0 _—  _ __ _ __ _ _______

Failed "AIA™ Time: @
Error retrieving URL: The operation timed out BxBAA72ee2 (WIH3IZ: 12882>
http:-/“crt.comodoca.comCOMODOCodeSigningCA.crt

———————————— Certificate CDP ——————————

Faile CDP" Time: @
Error retrieving URL: The operation timed out BxBAAT72ee2 <(WIN3Z: 12882>
http:/7crl.comodoca.comsCOMODOCodeSigningCA.crl

———————————————— Base CRL CDP ——————————

Mo URLs "Mone' Time: @

———————————————— Certificate 0GP ——"——17"""—"—""—"——

Failed "OCSP'" Time: 8
Error retrieving URL: The operation timed out BOxBAATZee2 (WIN3IZ: 12882>
http:--//ocsp.comodoca.com

You can read this document from Microsoft :How Certificate Revocation Works for more information.

Solving CRL network issues

If the certificate doesn't have a CDP (a CRL distribution point), the CRL checks must be disabled on both
the client computer and on the domain controller. See below for a solution.

Other error messages are related to network or proxy configuration problem.

IMPORTANT : the system component which is doing the authentication has its own proxy
configuration which is separate from that of individual user accounts. The system proxy settings DO
NOT support WPAD scripts nor web proxy autoconfiguration with DNS or DHCP discovery.

You can display current system WININET proxy settings from command line with the following
commands on Windows XP/2003 or Windows Vista and newer respectively:

proxycfg

netsh winhttp show proxy

37



http://technet.microsoft.com/fr-fr/library/ee619754%28v=ws.10%29.aspx

bt MySmartlogon

EA Administrator: C\Windows\system32\cmd.exe
C:\UserssAdministratorsDesktop>netsh winhttp show proxy

Current WinHTTP proxy settings:

Direct access (no proxy serverd.

C:slUserssAdministratorsDesktop

You can change the proxy settings with the same commands on Windows XP/2003 and
Windows Vista and newer respectively:

proxycfg -p to set a static proxy

proxycfg -d to delete proxy setting and access HTTP directly

netsh winhttp set proxy to set a static proxy

netsh winhttp reset proxy to delete proxy setting and access HT TP directly

Clear the CRL cache for tests

By default, CRL is cached once it has been retrieved on the disk and in the memory of the process which
retrieved it. Here is description of how to clear the caches that CryptoAPI maintains to test for certificate
revocation.

First, unplug the network to disable the active revocation process.

If the CRL is published via HTTP / HTTPS, you have to clear the browsing history of WinHttp via the
Options panel of Internet Explorer. Select Delete on the Browsing History zone.

Internet Options | ? ih]

General Security | Privacy | Content | Connections | Programs | Advanced

Home page

/‘ To create home page tabs, type each address on its own line,
2y B

http://go.microsoft.com/fwlink/7Linkld=69157]

Use current | | Use default || Use blank

Browsing history

Delete temporary files, history, cookies, saved passwords,

“~) and web form infgrmation.

Delete browsing hidgry on exit

Delete... | | Settings |
Search
™) Change search defaults. | Settings |
7 W,
Tabs
Change how webpages are displayed in | Settings |
tabs. —
Appearance
Colors | | Languages | | Fonts | | Accessibility |
[ OK ] | Cancel |

Then you have to clear the CryptoAPI disk cache.

Run the command “certutil -urlcache * delete” for a normal user and "psexec -s certutil -urlcache *
delete” using the utility psexec.exe provided by SysiInternals to clear the cache information of the system
account. You can check the cache status using "psexec -s certutil -urlcache". Psexec needs an elevated
prompt to be run.

38


http://technet.microsoft.com/fr-fr/sysinternals/bb897553.aspx

g
m

2= MySmorTLogon
EE Administrator: C:AWindows\System32\cmd.exe |£|Eli:—hj

C:\UserssAdiantsDesktop>psexec —s certutil —urlcache
PzExec vli.98 — Execute process remotely

Copyright <(C)> 2881-2018 Mark inovich
Bysinternals — www.sysinternals.com

res i/ /energy.dll/IDR_EML_DEFAULT _TRANSFORM.XSL

WinINet Cache entries: 1

http:/7uww.download.windowsupdate .con/msdown load/updatesv3/statictrustedrsenray
throotstl.cab

http://crl.usertrust.com/UTH-USERFirst-0bject.crl

thttp://ocsp.comodoca.con/MFIwllDBOMEwwS jAJBgUrDgMCGgUABBS 0JaE2H4hHY =P 74h]1Lu041NG)
-2BEAQUHsWxLH2H2gJo f CW8DAe EP?hP3vECEQDHDT 00ODI 0c DAPwAPh=% Jyl

iinHttp Cache entries: 3

CertUtil: —URLCache command completed successfully.
certutil exited on WIN-1MLHMZRAF4l with error code B.

C:sUzerssAdiant~Desktop> N

You can look at the CryptnetUrlCache folder of the SYSTEM account folder (this folder is located in
"%WINDIR%\config\systemprofile\AppData\LocalLow\Microsoft\) to monitor this operation.

Then clear the cache of the all processes by running in an elevated prompt :
certutil -setreg chain\ChainCacheResyncFiletime @now

More information about CRL OCSCP caching can be found in the article Troubleshooting PKI problems
on Windows Vista

Disable the CRL checks for smart card logon

WARNING : disabling CRL checking can be considered, depending on the context, as a security
vulnerability

On the domain controller, apply the following reg file :

Windows Registry Editor Version 5.00

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\kdc]
"UseCachedCRLOnlyAndIgnoreRevocationUnknownErrors"=dword: 00000001

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Lsa\Kerberos\Parameters]
"UseCachedCRLOnlyAndIgnoreRevocationUnknownErrors"=dword: 00000001

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Lsa\Kerberos\Parameters]
"UseCachedCRLOnlyAndIgnoreRevocationUnknownErrors"=dword: 00000001
"CRLTimeoutPeriod"=dword:00000001

On the client computer apply:
Windows Registry Editor Version 5.00

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Lsa\Kerberos\Parameters]
"UseCachedCRLOnlyAndIgnoreRevocationUnknownErrors"=dword: 00000001
"CRLTimeoutPeriod"=dword: 00000001
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Verifying the certificate mapping

Determine the type of mapping
There are two types of certificate mapping : UPN mapping and Explicit mapping

Look in the logon screen for the account hint written below “Smart card logon”. In this case
“1145593979@mil”. If the hint contains a “@” and not a “CN=""string, it is a UPN mapping.

WHEATON.MATTHEW.DARCY.JR.1145593979

ILLaiu Iuyun

1145593979 @mil

(2

€__9

If the string contains a “CN=" or in general a
bellow.

, it is an explicit mapping like showed in the example

Adiant

Smart card logon
CN=Adiant

oy et Y
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Map a certificate to a user account using UPN mapping

Open the certificate properties and the Details tab. Look for "Subject Alternative Name". At the bottom of
the screen, search for "Principal Name". In this case, 1145593979@mil. There can be other definitions

like RFC822 Name.
Certificate @

| General | Detsils | certification Path

Show: [<AII> v]
Field Walue o
[E]valid to Sunday, September 15, 2041 ..,
=) subject 1US, PKI, OU=DoD, 0=U.5, Go...
=] Public key RSA (2048 Bits) N
Subjev:t Key Identifier b0 4886 acef817ecie470... |
Subject Alternative Name Other Mame:Principal Name=1...
QK&\; Usage Digital Signature, Non-Repudia...
BEnhanced Key Usage Client Authentication (1.3.6.1....
[ElRacic Fanctraints Sihiert Tune =Fnd Enfity_Pat S

I Principal Name =1145593979@mil
20 KL —iobo d L,

Edit Properties... ] [ Copy to File... ]

Learn more about certificate details

Open the properties of the user, and check that the User logon name matches the string returned
previously.

Administrator Properties @
Published Certficates | Member OF | Password Replication | Dialin | Object
Security I Environment I Sessions
Remote control I Remote Desktop Services Profile

Personal Virtual Desledoy I COM+ | Atribute Editor
General | Address Accourt | Profile I Telephones I Organization
User logon name:

1145533579 [@mi -

USEF 0gon name IEI'E'_“IHHOWS m}

TEST. Administrator

[ Logon Hours.. ][ Log On To... ]

[ Unlock account

Account pptions:
[T] User must change password at next logon ol
[T User cannat change password 4
[T Password never expires
[T] Store password using reversible encryption =
Account expires
@ Mever
End of: Saturday . July 12,2014
[ ok [ cancel Apply Help
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If you need to change the string, you may not be able to change the suffix (@mil). Use ADSI Edit to open
the properties of the user.

P

2 st =y
File Action View Help
e | 2@ XE G 3|
(2 ADSIEdit || Name Class || Actions
4 i Default naming context [WIN-PGAHIZECTH CN=Adminictrator "
4 || DC=test,DC=rmysmartlogon,DC=com There are no items to show in this view.
71 CN=Builtin More Actions »

] CN=Computers
] OU=Domain Controllers
] CN=ForeignSecurityPrincipals
7] CM=LostAndFound
] CN=Managed Service Accounts
=
=
=
«O

m

CN=MNTDS Quotas
CN=Program Data /
CN="5ystem
| CN=Users
CN=Adiant
CN=Administrator
CMN=Allowed RODC Password |
CMN=Cert Publishers
CMN=Denied RODC Password Ri
CN=DnsAdmins
CN=DnsUpdateProxy
CN=Domain Admins
CN=Domain Computers

I

CN=Domain Controllers
CMN=Domain Guests
CMN=Domain Users

oo 8 o 0 0 0 I I I

4 n 2

4

Change the attribute userPrincipalName to a value which matches the Principal Name set on the
certificate.

CM=Administrator Properties
Attribute Editor | Security

Attributes:
Attribute Walue i
userAccountControl (2200 = (NORMAL_ACCOUNT )
userCert <not set>
userCertificate <not set>
userParameters <not set

Luserasswon] znot set
userPKCS12 <not set>
userPrincipal Name 1145593579 @mil

PR ot oo

userSharedFolderOther  <not set:
userSMIMECerificate  <not set>

userWWorkstations «<not set>
uSNChanged 50638 m
uSNCreated 8156 T
uSNDSALastObjRem... <not set> i
4| 1l | +
Fitter
oK | [ Cancel Aoply Help
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Map a certificate to a user account using Explicit mapping

Reference

(PKINIT) in Kerberos Protocol Specification™?

Open the console "Active Directory Users and Computers”

Select View -> Advanced features

KO I— 2

%%, Domain Com...
_-‘?JDomain Cont...
_-‘PJDomain Guests
giDomain Users
SiEnherprise A
SiEnherprise R...
Sfa_',Group Policy ...
?_; Guest
SaHelpLibraryU e
2 1DB0071447...

HLRAS and IAS ...

2, Read-orly D...
2, 5chema Admins

Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...

User

B Active Directory Users and Computers i ] 9]
File  Action | Wiew Help
s | ya | Add/Remove Columns... n,
] Active Dire¢  Large Icons | Description |
| Savedt  Small Icons
Bl F domain Lt Built-n account for administering the computer /domain
® Detail Members in this group can have their passwords replicated to all r...
(e, EriEss, Frrs, a B TR TR Members of this group are permitted to publish certificates to the ...
m __ - - - - = Members in this group cannot have their passwords replicated to ...
Advanced Features .
Filter Options... DNS Administrators Group
- DNS dients who are permitted to perform dynamic updates on be...
Customize. .. Designated administrators of the domain

All workstations and servers joined to the domain

All domain controllers in the domain

All domain guests

All domain users

Designated administrators of the enterprise

Members of this group are Read-Only Domain Controllers in the e...
Members in this group can modify group policy for the domain
Built-in account for guest access to the computer /domain

Security Group ...

User

Security Group ...
Security Group ...
Security Group ...

Created by Smartcollect with (d0422eaf-c37d-4de3-8155-6e9634...
Servers in this group can access remote access properties of users

Members of this group are Read-Only Domain Controllers in the d...
Designated administrators of the schema

|Enables,|’disables advanced features and objects

Explicit mapping in "MS-PKCA: Public Key Cryptography for Initial Authentication

Select the account you want to map a smart card certificate to, then right click *Name mappings".

! http://msdn.microsoft.com/en-us/library/hh536384%28PROT.13%29.aspx
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File Acton View Help

ive Directory Users and Computers =
Active Direch U d ks m] s

'"OYEIEIEE EEE

MName

S) Admir

: Active Directory Users and Comput
| Saved Queries
B & domain.mysmartiogon

Copy...
Add to a group...

D
48, 0om Delete
3!) Enter

Rename
9& Enter
%Group Properties
3_. Guesi

es| Buitin 52, Allow .

| Computers %Certl l'-lrne Mappings...

2| Domain Controllers 2, Denie Disable Account

J ForeignSecurityPrincipals 2. Dns Reset Password. ..

‘J. LostAndFound %Dnsw Maove...

| Managed Service Accounts Open Home Page

| Program Data %Doma Send Mail

| System %Doma - @}
| Users J’&Doma All Tasks v,

| NTDS Quotas 2, poma cut

Built-in account for administering the computer/domain
Members in this group can have their passwords replicated to all r...
Members of this group are permitted to publish certificates to the ...
Members in this group cannat have their passwords replicated to ...
DNS Administrators Group

DNS dients who are permitted to perform dynamic updates on be...
Designated administrators of the domain

All workstations and servers joined to the domain

All domain controllers in the domain

All domain guests

All domain users

Designated administrators of the enterprise

Members of this group are Read-Only Domain Controllers in the e...
Members in this group can modify group policy for the domain
Built-in account for guest access to the computer/domain

.% Helpl FEE
2 IDB0071447... User
3_. krbtgt User

KO — |

S RAS and IAS ... Security Group ...
%Read-only D... Security Group ...
%Schema Admins  Security Group ...

Created by Smartcollect with (d0422eaf-c37d-4de3-6155-6e9634...
Key Distribution Center Service Account

Servers in this group can access remote access properties of users

Members of this group are Read-Only Domain Controllers in the d...
Designated administrators of the schema

|Maps certificates for this account.

Select the smart card certificate previously
2]
X 509 Certificates | Kerberos Mames I

Mapped user account:
domain mysmartlogon/Users/ID20071447162

X-509 cerificates:

Certficates For | Issued By
CN=Vincent Le Tow« (Auth... CN=Foreigner CA

Add.. Edi. || Remove |

o]

Cancel | Apply |

Here are the mapping which are available:

exported and validate.
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Mapping Example Type Remarks
X509IssuerSubject “X509:<l>IssuerMame <S> SubjectName” Weak

X509SubjectOnly "XK509:<S>SubjectName” Weak

X509RFC822 "X509:<RFC822>user@contoso.com” Weak Email Address
X509IssuerSerialNumber "X509:<|>IssuerName<5SR>1234567890" Strong  Recommended
X5095KI "X509:<SKI>12345678%bcdef" Strong
X509SHA1Publickey “X509:<SHA1-PUKEY = 123456789%abcdef” Strong

Note: beware that serial number are written in reverse byte order.

You can see the full algorithm here:
https://learn.microsoft.com/fr-fr/archive/blogs/spatdsg/howto-map-a-user-to-a-certificate-via-all-the-
methods-available-in-the-altsecurityidentities-attribute

Beware that if you try to combine different kind of mapping (ex: X509:<I>xxx<S>xxx<SR>) the mapping
will silently fail (because <SR>xxx will be considered as part of the subject of the certificate)
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Annex 1 - Procedures

Get the certificate chain

Smart Policy retrieves automatically the certificate chain on the local computer. The certificate MUST be
trusted.

The following procedure describes how to manually check the certificate chain

Type Windows Key + R to open the run window and type "certmgr.msc" to open the user certificate store.
=/ Run ﬂ1

=== Typethe name of a program, folder, document, or Internet
_ resource, and Windows will open it for you.

Open: certmgr.msc -

o [ G | [ owe ]

- ————

Locate the certificate you want to export its chain

File Action View Help
e HE 4 XRD=HE I
[ Certificates - Current User Issued To = Issued By Ex
4 @ Personal 5l [not available] ADIANT-PC 7/
- TJ ;e:'gcatteé ication A il Adiant LH-WOFYIDEKSYMI 6/
’ j E': = °_|? ; heaton A &) adiant ADIANT-PCTEST 12
> nterprise Tru . |
» [] Intermediate Certification Au ?ﬁhd?ant ADIANT-PC o
> [7] Active Directory User Object ?ﬁﬁ\d!ant ADIANT-PCTEST 7
> || Trusted Publishers ?ﬁﬁ\d?ant ADIANT-PC 12
» [7] Untrusted Certificates Tl adiant ADIANT-PC 12
> [] Third-Party Root Certificatior, ?@Administrator domain-WIN-HMBILNMAB2G-CA 6/
s [ Trusted People ?ﬁhdministrator domain-WIN-HNBILNMAB2G-CA 6/
> [] Other People | Dominic Dreyer DEMO (Authen... QuoVadis SuisselD Advanced CA
> || Smart Card Trusted Roots ?ﬁ‘u’incent Le Toux (Authentication) Foreigner CA 1/]
?ﬁ‘u‘incent Le Toux (Signature) Foreigner CA 1/
i
4 [ | N 1 3

Personal store contains 12 certificates.

Double click on it and go to the last page.

The "certificate status" should display "This certificate is ok". If not, the root or some intermediate
certificates may be missing.

46



——
22 MySmartLogon
[y

- —Ei
Certificate -

Certification Path

Certification path
@ QuoVadis Root Certification Authority

ERE] Quovadis SuisseID Advanced CA

View Certificate

Certificate status:

’Tnis certificate is OK.
i

Learn more about certification paths

You will then export each certificate of this chain.

Execute the following procedure for each certificate (you can open an intermediate certificate if you click
on "View Certificate™)

Export one certificate
Select the second page of the certificate you want to export and select "Copy to a file".

. T — Eﬂ
Certificate -
- —
| General | Details | Certification Paﬂ'1|
Show: [<AII> - ]
Field Value ol
D\l‘ersion V3 =
DSeriaI number 3aca 5ca4408f9fbl B t
DSignature algorithm shalRSA i
DSignamre hash algarithm shal I
Dlssuer QuoVadis SuisseID Advanced ... I
D\u'alid from Friday, July 09, 2010 12:58:1...
|
D\falid to Tuesday, July 09, 2013 12:58...
[Elahiart Anminir drever demn@amail - S N
t
i . . g
Edit Properties. .. ] [ Copy to File... ]
i
Learn more about certificate detsils
N

If you are trying to export the last certificate of the chain, you may be asked if you want to export the
private key. Don't export the private key !
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-
Certificate Export Wizard

Export Private Key
‘fou can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

Yes, export the private key
]

Note: The associated private key cannot be found. Only the certificate can be
exported.

Learn more about exporting private keys

[ < Back ][ Mext = ][ Cancel ]

Select the CER format - either DER or base 64 encoding - as all software (except SAP) recognizes both
formats.

=

-
Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

(7) Base-64 encoded X.509 (.CER) i
() Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7E)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX)
Indude all certificates in the certification path if possible

Delete the private key if the export is successful
Export all extended properties

Microsoft Serialized Certificate Store (,55T)

(| Learnmore about certificate file formats

< Back ][ Next > ][ Cancel

[ |
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Adding a certificate to the NTLM store?

Method 1: Import a certificate by using the PKI Health Tool

To import a CA certificate into the Enterprise NTAuth store, follow these steps:

1. Export the certificate of the CA to a .cer file. The following file formats are supported:
a. DER encoded binary X.509 (.cer)
b. Base-64 encoded X.509 (.cer)

Install the Windows Server 2003 Resource Kit Tools. The tools package requires Windows XP or

later.

Start Microsoft Management Console (Mmc.exe), and then add the PKI Health snap-in:

On the Console menu, click Add/Remove Snap-in.

Click the Standalone tab, and then click the Add button.

In the list of snap-ins, click Enterprise PKI.

Click Add, and then click Close.

Click OK.

Right-click Enterprise PKI, and then click Manage AD Containers.

10 Click the NTAuthCertificates tab, and then click Add.

11. On the File menu, click Open.

12. Locate and then click the CA certificate, and then click OK to complete the import.

N

©oOoN O~ W

Method 2: Import a certificate by using Certutil.exe
To import a CA certificate into the Enterprise NTAuth store, follow these steps:
1. Export the certificate of the CA to a .cer file. The following file formats are supported:
o DER encoded binary X.509 (.cer)

o Base-64 encoded X.509 (.cer)
2. Atacommand prompt, type the following command, and then press ENTER:

certutil -dspublish -f filename NTAuthCA

2 http://support.microsoft.com/kb/295663
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