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Overview

Smart Policy is a set of tools to integrate existing smart cards into an Active Directory to be able to use
them for login.

Smart Policy Web Collector is a small web application running on 1IS which collects smart card
certificates remotely. Once the procedure is completed by the user, the certificates are stored in a directory
which can be used for further processing.
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Collect a certificate

This page collect the certificate to be linked to your user account. Once the administrator approves the association, you'll be able to
open a Windows session with this certificate.

Your identity

You are connected as TEST\Adiant.

il Your certificate
Issued To:
C=US, OU="PKIl, OU=DoD, O=U.5. Government”, OU=CONTRACTOR, CMN=WHEATON.MATTHEW DARCY JR.1145593979

i Issued By:
CMN=DOD EMAIL CA-29, C=U5, 0=U.5. Government, OU=DoD, OU=PK]

Friendly Name:
(Mone Specified)

Valid Dates:
From: 5/1/2014 10:04:39 AM
To: 9/15/2041 10:04:39 AM

Thumbprint:
| 183DD83AFFTTCBEC4458007CD7CT1902B0460CEA

Enhanced Key Usages (3 found)
Client Authentication (OID: 1.3.6.1.55.7.3.2)
Secure Email (0ID: 1.3.6.1.5.5.7.3.4)
Smart Card Logon (OID: 1.3.6.1.4.1.311.20.2.2)

Subject Alternative Name:
Other Name: Principal Name=1145593979@mil RFC822 Name=john.doe@example.com

No Certificate Policies Data

Confirmation

[C] 1 confirm that the certificate 'm asking to configure has been assigned to me.
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@uvl . v Computer » Local Disk (T} » SmartPolicy » certificates - | +4 | | Search certificates 0 [
COrganize « Include in library Share with Burn MNew folder == - [ liéil
‘e Eavorites i Mame : Date modified Type Size
Bl Desktop (5] 130458437149890423-TEST-Adiant.cer Security Certificate 2KB
& Downloads (5] 130458438068220617-TEST-Adiant.cer Security Certificate 2KB
=| Recent Places (5 130458439465090490-TEST-Adiant.cer Security Certificate 2KB
Requirements
Overview

e An IIS webserver with ASP.net with 10MB of free space and connected to the active directory
you want to configure.

e A webserver SSL certificate which MAY not be trusted by the browser, typically issued by the
Active Directory Certificate Services component

e A smart card with a certificate. This certificate MUST be trusted by the browser and the

webserver
e The smart certificate MUST have the Extended Key Usage "Client Authentication
(1.3.6.1.5.5.7.3.2)"
@ 2.5.29.9 301230100508 2b 06 01 05...
-@ Enhanced Key Usage Smart Card Logon (1.3.6.1.4....
’!_JKey Usage Digital Signature, Non-Repudia. ..
DThumbprint algorithm shail £
DThumbprint 16 715442 9a 20 51 cf a7 5a ...

Smart Card Logon (1.3.6.1.4.1.311,20.2.2)
Client Authentication {1.3.6.1.5.5.7.3.2)

The web collector doesn't work with certificates having the EKU " Smart Card Logon
(1.3.6.1.4.1.311.20.2.2)" and which don't have the "Client Authentication™ EKU.

The certificate authorities used by the smart card and the webserver can be the same but it is not a
requirement.

The following figure describes how the trust requirement can be achieved:
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Smart card certificate chain Server certificate chain

2] Root CA 1 2] Root CA 2

8 Smart card certificate 8 Server certificate

Client: user /computer certificate store

4 N

2] Root CA 2

Server: computer certificate store

4 N

Root CA 1
7

Root CA 1

Here is a short procedure to check that the root certificates are trusted

Check that a certificate is trusted and found in the user store
This procedure is used on the browser side.
Type the Windows Key + R. A new dialog is shown. Type "certmgr.msc" and press Enter.

= Run @

=== Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

(oL cerimgr.msd -

' This task will be created with administrative privileges.

o [ G | [ owe ]

The certificate store dialog appears. Open the "Trusted Root Certification Authorities” folder and check at
the right that the certificate appears.

Please pay attention to the mention "Current user"
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certmgr - [Certificates - Current User\Trusted Root Certification Authorities\ Certificates]

[E=3 Hol =5

» || Enterprise Trust

. || Intermediate Certification Authorities

» || Active Directory User Object

> || Trusted Publishers

> [ Untrusted Certificates

» ] Third-Party Root Certification Authorities
» || Trusted People

» || Certificate Enrollment Requests

> || Smart Card Trusted Roots

[ Belgium Root CA2
Flca
Elca

[5:/DOD EMAIL CA-29
(52l GTE CyberTrust Global Root

I Microsoft Root Authority

(5 Class 3 Public Primary Certificat...
(5 Class 3 Public Primary Certificat...
[ Copyright () 1997 Microsoft C...

_aJMicrosof't Authenticode(tm) Ro..
[ Microsoft Root Certificate Auth...

I Microsoft Root Certificate Auth...
] Microsoft Root Certificate Auth...

File Action View Help

=% 7@ blczHm

G# Certificates - Current User Issued To Issued By e

- ie'm”;'R Cofeation Authorn 2 AddTrust External CA Root AddTrust External CA |

4 [ Trusted Root Certification Authorities ) AddTrust External CA Root AddTrust External CA |
| Certificates

Belgium Root CA2
CA

CA

Class 3 Public Primary

m

Class 3 Public Primary
Copyright () 1997 Mic
DOD EMAIL CA-29
GTE CyberTrust Globa
Microsoft Authenticoc
Microsoft Root Author
Microsoft Root Certific
Microsoft Root Certific

Microsoft Root Certific
Thim 1 Tamm Tur LosrnTER 5T RIS ITART TTUL A S ERT

4| I +

Trusted Root Certification Authorities store contains 19 certificates.

Check that a certificate is trusted by the computer store
This procedure is used on the server side.

Type the Windows Key + R. A new dialog is shown. Type "mmc" and press Enter.

=7 Run (=]
= Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.
Open: mmd| -

'5' This task will be created with administrative privileges.

Cancel

——r—
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Open the menu File -> Add/Remove Snap-in

= Consolel - [Console Root]

Action View Favorites Window Help

= Mew Ctrl+N

= Open.. Ctr+0 [
Save Ctrl+5
Save As...
Add/Rernove Snap-in... Ctrl+M
Options...
1 CAWindows\system32\wf.msc
2 ServerManager.msc
3 CA\Windows\system32\dsa.msc
4 C\Windows\system32\gpme.msc
Exit

Select "certificates" and press "Add >"
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Add or Remove Snap-ins

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For

extensible snap-ins, you can configure which extensions are enabled.

Available snap-ns: Selected snap-ins:

Snap-in Vendaor I | console Root Edit Extensions...

ﬁ.ﬂ.ctive Directory Do... Microsoft Cor...

[ Active Directory Site... Microsoft Cor... E

. Active Directory Use... Microsoft Cor...

-] ActiveX Contral Microsoft Cor... Move Up

2/ ADsT Edit Microsoft Cor...

Auﬁ'uorlzahon Manager Microsoft Cor... -

: Add >

E Certificate Templates  Microsoft Cor... -

Eﬁ‘ Microsoft Cor...

LslCertification Authority  Microsoft Cor...

8 Component Services Microsoft Cor...

E'é' Computer Managem... Microsoft Cor...

=g Device Manager Microsoft Cor...

%‘Disk Management Microsoftand... _
Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

[ OK ] [ Cancel

Select "Computer account”

Certificates snap-in

This snap-n will always manage certificates for:
() My user account

() Service account

The certificate store dialog appears. Open the "Trusted Root Certification Authorities” folder and check at
the right that the certificate appears.

Please pay attention to the mention "Local computer"

[F=5 EoB 5

Consolel - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities\Certificates]

E File Action View Favorites Window Help - ||& | =
o B |
~| Console Root Issued To Issued By || Actions
a G C__ertplﬁcates I(Local Computer) - (S AddTrust External CA Root AddTrust Extern| ||| Certificates &
S ersona o . _EJAddTrust External CA Root AddTrust Extern Mare »
4 | Trusted Root Certification Authorities X .
= — [5:Belgium Root CA2 Belgium Root C
| Certificates _ﬂJCA CA =
» || Enterprise Trust -,
oA CA

o || Intermediate Certification Authorities

» [ | Trusted Publishers

> [ ] Untrusted Certificates

» || Third-Party Root Certification Authorities
» || Trusted People

» || Remote Desktop

» || Certificate Enrollment Requests

> || Srnart Card Trusted Roots

> || Trusted Devices

(5 Class 3 Public Primary Certificat...
(5 Class 3 Public Primary Certificat...
[ Copyright () 1997 Microsoft C...

_ﬁJ DOD EMAIL CA-29
(Sl GTE CyberTrust Global Root

_aJMicrosof't Authenticode(tm) Ro...

I Microsoft Root Authority
4| [ |

Class 3 Public P
Class 3 PublicP|
Copyright () 15
DOD EMAIL CA-
GTE CyberTrust
Microsoft Authe
Microsoft Root. +
3
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Install asp.net if it is not already installed

The procedure to install asp.net on 1S is described here:
http://technet.microsoft.com/en-US/us-en/library/hh831475.aspx

The following command installs the components missing in a default 11S installation:

Start /w pkgmgr /iu:l1S-WebServerRole;l1S-WebServer;11S-CommonHttpFeatures; 11S-StaticContent; 11S-
DefaultDocument; I1S-DirectoryBrowsing;l1S-HttpErrors;11S-ApplicationDevelopment; 11S-ASPNET; I1S-
NetFxExtensibility; 11S-ISAPIExtensions; I1S-ISAPIFilter;11S-HealthAndDiagnostics; 11S-HttpLogging; 11S-
LoggingLibraries;11S-RequestMonitor;11S-Security; 11S-RequestFiltering;11S-HttpCompressionStatic; 11S-
WebServerManagementTools;11S-ManagementConsole; WAS-WindowsActivationService; WAS-
ProcessModel; WAS-NetFxEnvironment; WAS-ConfigurationAPI
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Installation

Smart Policy Web collector can be installed on a standalone website OR in a virtual directory.

Each procedure requires that the Smart Policy files are copied to a directory:

[F=N| o =
o
@u.| , v Computer » Local Disk (C:) » SmartPolicy » - |¢,| | Search SmartPolicy o
Organize « Include in library « Share with + Burn Mew folder =~ 0 @
-
- Favorites Name Date modified Type Size
=
Bl Desktop | certificates 5/29/2014 3:28 PM File folder
4 Downloads & | 401_1.htm 5/29/2014 12:29 PM HTML Document 9 KB
1= Recent Places & 402_1.htm 5/29/2014 12:29 PM HTML Document 9KB
£ 4037 htm 5/29/2014 12:32 PM HTML Document 11KE
4 Libraries || default.aspx 5/29/2014 3:28 PM ASPX File 9 KB
@ Documents | error.png 5/29/2014 2:04 PM PNG image 5KB
J’ Music B info.png 5/29/2014 2:04 PM PNG image S5KB
(&5 Pictures = logo.jpg 5/29/2014 10:33 AM  JPEG image TKB
B Videos |4 success.png 5/29/2014 2:04 PM PMNG image SKB
|B&| warning.png 5/29/2014 204 PM  PNG image S KB
il Computer i 9'3 web.config 5/29/2014 3:20 PM XML Configuratio... 1KB
€l Network i
l 11 items

1a New website installation

To create a new website, open the 11S Console and navigate to "Sites"

Internet Information Services (1IS) Manager

@G}) | & » WIN-PGAHIDECIBE » Sites »

Connections
e-id|#H |8

&5 Start Page
4 Gj WIN-PGAHIZECISE (TEST\administrat]
J Application Pools
4{[8] Sites
> Ay Default Web Site

qgl Sites
ke

Filter: - Go v%shm\rﬁ\ll Group by: Mo Grouping <

MName E o] Status Binding Path

@ Default Web Site 1 Started (ht.. %80 (http), 443 (https) 808:* (net...  %SystemDrive¥h\inetpublwwwroot

Right click and select "Add Web Site"

[@ AddWweb site... |
Set Web Site Defaults...

@ Help

Online Help

Specify the Site name, the Physical path to the directory you created with the Smart Policy files, select the
binding type "https" and select the webserver SSL certificate.

10
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Add Web Site
Site name: Application poo
SmartPolicy SmartPolicy
Content Directory

Physical path:

C\SmartPolicy m

Pass-through authentication

[ Connect as... ] [ Test Settings...
Binding
Type: IP address: Port:

S5L certificate:

’W'IN—PGAI—UZECIBE.tevt.mysmartlogon.com '] View...

Start Web site immediately

[ ok || canca |

You can change the website certificate later by selecting your website and click on the right panel to
"Bindings".
Actions
@ Add Web Site...
Set Web Site Defaults...
Edit Site
Bindings...
B Basic Settings...

2 Explore
Edit Permissions...
X Remove

Rename

View Virtual Directories

Select the "https" binding and select Edit.

Site Bindings
Type Host Mame Port IP Address Binding Informa... Add...
hitt, a0 *
d .
net.tcp 808:
net.m... localhost
https 443 =
< 1 | »

Then change the SSL certificate.

11



——
%2 MySmarfLogon

Edit Site Binding -5 |3l
Type: IP address: Port:
https All Unassigned - 443
SSL certificate:
WIN-PGAHI2ECISE test.mysmartlogon.com V] View..
[ OK ] [ Cancel l

If the default site is already started, you have to stop it and start the new site manually.

Acn

o Explore
Edit Permissions...

Add Application...
# Add Virtual Directory...

-3 F"EZ;‘

Edit Bindings...

| Manage Web Site 3 | < Restart

i3 Refresh Start

X Remove | B Stop |
Rename Browse

2 Switch to Content View Advanced Settings...

b 4 Explore Authentic... Compression DE::
Edit Permissions...
ent
& Add Application...
#| Add Virtual Directory...
Edit Bindings...
| Manage Web Site 3 | Restart
i3 Refresh [b st
K Remove Step
Rename Browse
{72 Switch to Content View Advanced Settings...

1b Virtual directory installation

To add a new virtual directory, right click on the website you want to edit. Select "Add Virtual Directory".

b ,&'5 Defauilt Wiak Sit, I ta’=3
L sm2  Explore P
Edit Permissions...
5 Add Application... ge
.| Add Virtual Directory.. |:|
Edit Bindings... ure
or
Manage Web Site 3
i3 Refresh
K Remove
Rename
72 Switch to Content View

Enter the alias and select the directory where the smart policy files are stored.

12
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Add Virtual Directory -5 |23l

Site name:  Default Web Site
Path:

Alias:
SmartPolicy
Example: images

Physical path:

C\SmartPolicy E]

Pass-through authentication

LConnect as... | | Test Settings... |

| oK | | Cancel |

2 Enable the Windows Authentication
In Features View, double-click Authentication.
Disable all authentication types except "Windows Authentication™ which should be enabled.

Authentication

Group by: Mo Grouping -

=

Name Status Response Type
Anonymous Authentication Disabled

ASP.MET Impersonation Disabled

Forms Authentication Disabled HTTP 302 Login/Redirect
| Windows Authentication Enabled HTTP 401 Challenge

3 Enable kerberos authentication

By default, the application pool named "DefaultAppPool" runs under the account ApplicationPoolldentity.
All authentication made on kerberos if the tool setspn.exe has not been run before WILL fail.

You can correct this by creating a new application pool running with the account "NetworkService" or you
can change the account used in the default application pool.

To determine the application pool used, go to "Advanced settings" for the website.

Browse Web Site

o] [e]

Configure

9 Help

The application pool used in this case is "DefaultAppPool"

13
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Advanced Settings IEI
B (General)
T D-fauitAopPool =
Bindings http:*:80:, net.tcp:808:*, net.piper®, net.ms
) 1
Name Default Web Site
Physical Path %SystemDrive¥\inetpub\wwwroot

Physical Path Credentials
Physical Path Credentials Logon 1 ClearText

Start Automatically True
B Behavior
Connection Limits

Enabled Protocols http

Failed Request Tracing

To edit the account used in the application pool, select "Application Pools™ and locate the application pool
you want to edit.

INIS page 1E15 YOu VIEW ana manage tne st (

485 WIN-PGAHI2ECIBE (TEST\administrat provide isolation among different applicatior

; 2} Application Paals
4 (8| Sites Filter: - Go %
4 3 Default Web Site =

Name

b _ aspnet_client > ASPNET vi

b ol CertEnroll ~‘='_; : : .

o ¥ CertSre L=t ASP.MET v4.0 Classic
L SmartPolicy L= Classic MET AppPool
b @ SﬁartPoIicy L2} DefaultAppPool

é:" https

Click on "Advanced settings" and locate the entry named "ldentity".

Advanced Settings IEI
B (General) =
.NET Framework Version vd.0
Enable 32-Bit Applications False
Managed Pipeline Mode Integrated
MName DefaultAppPool £
Queue Length 1000
Start Automatically True
B CPU i
Limit 0
Limit Action MoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 42940867295

E Process Model

R Networkservice @

Idle Time-out (minutes) 20

Load User Profile False

Maximum Worker Processes 1

Ping Enabled True -
Identity

[identityType, username, password] Configures the application pool to run
as built-in account, i.e. Application Pool Identity (recommended), Network
Service, Local Systern, Local Service, or as a specific user identity.

[ ok | [ concer |

You can change it to "NetworkService" to solve this issue.

14
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4 Configure the SSL settings

Open the SSL Settings for the website

@

55L Settings

Set the "Require SSL" checkbox and select "Require" for the client certificates.

Q SSL Settings

This page lets you modify the SSL settings for the content of a Web site or application.
V] Reguire SSL

Client certificates:

Ignore

@ Require ;

Note : to determine if the website is correctly installed, you can temporarily select "Accept".

15
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User workflow

Enter the URL you configured previously. Typically https://webserver if you created a new website or
https://webserver/SmartPolicy if you created a virtual directory.

The browser can issue a warning if the webserver's certificate is not trusted.

Then the browser shows a dialog to ask the user to select a certificate. If the user's computer is correctly
configured, the smart card certificate should be shown.

Press OK

Windows Security @

Confirm Certificate
Confirm this certificate by clicking OK. If this is not the correct certificate,
click Cancel.

———| Administrator
| Issuer CA
Valid From: 1/16/2014 to 1/16/2015

iClick here to view certificate prope...;

[ QK H Cancel |

If the smart card was not inserted in the reader, a dialog may be shown to ask for the insertion.
Warning: when this dialog is shown, it can be hidden by the Internet Explorer Window.
Insert Smart Card @

Q Please insert a smart card.

The PIN should be asked by the browser. The dialog may not be shown if it has been asked previously and
if the PIN has been cached.

Windows Security @

Details > |

Microsoft Smart Card Provider
Please enter your PIN.

T 11 PIN
D —

Click here for more information

[ oK ” Cancel |

At this moment, the SSL connection should be established.

The browser then authenticates the user. The authentication may be hidden if the SSO is active or a dialog
asking for a user password will be shown.

In this case, enter the login / password. Do not select the smart card certificate if the certificate has not
been already assigned to the user. The authentication won't work.

16
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Windows Security @
Connecting to WIN-PGAHI2ECIZE test.mysmartlogon.com.

— |U5r:rnamr: |

| | Password |
| Domain: TEST
[T Remember my credentials

| 1| WHEATON.MATTHEW.DAR..
Smart card credential

| 1 Adiant
Smart card credential

Coc ) [comea ]

The Smart Policy Web Collector interface will be displayed.

i — EI EE ™
e@| & https://win-pgahi.. O~ @ & H & Collect a certificate | I B 77 £9F
ey |

£%E MySmartlogon

Collect a certificate

This page collect the certificate to be linked to your user account. Once the administrator approves the association, you'll be able to
open a Windows session with this certificate.

| Your identity

You are connected as TEST\Adiant.

il Your certificate

Issued To:
C=Us, OU="PKI, OU=DoD, O=U.58. Government”, QU=CONTRACTOR, CHM=WHEATON.MATTHEW. DARCY .JR.1145593979

Check the box and click on Confirm. A confirmation will be shown.

@ The certificate has been successfully saved

17
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Troubleshooting

An article published on msdn describes a solution for the most common problems related to the client
certificate authentication.

If Smart Policy detects a problem related to a client certificate authentication, it displays the following
page:

HTTP Error 403.7 - The client certificate was missing or unrecognized
Message :

The page you are attempting to access requires your browser to have a Secure Sockets Layer (SSL) client
certificate that the Web server recognizes.

Cause :
e No certificate was sent to the webserver
e Or a certificate was sent to the webserver and the webserver rejected it.
Solution :
You MUST close your browser before any other authentication attempt to force a new SSL connection.

If the browser prompted for a certificate and the dialog has not been cancelled that means that a certificate
has been sent to the webserver.

To make appear the dialog :

e Check that the policy "don't prompt for client certificate selection when no certificate or only one
certificate exists" if disabled. It can be found in the custom "security level" settings for a
internet/intranet zone

To add the smart card certificate to the dialog :
e Check that the smart card is present

e Check that the smart card certificate is  found by the  browser.
It should be present in the "Personal" folder on the user certificate store (certmgr.msc)
If it is not present, check that the "certificate propagation service" is running

e Check that the smart card certificate is  trusted by the  browser
Double click on the certificate found in the previous step
Open the certificate properties, select the tab "certification path" and search for the label "the
certificate is ok"

To check that the smart card certificate is trusted by the webserver :

e Check that the root certificate which signed the smart card certificate is trusted on the webserver.
Extract the root certificate by double clicking on it on the "certification path" of the smart card
certificate.

Check its presence on the webserver in the folder "trusted root certification authorities” in the
"computer certificate store" (and not in the "user certificate store™).

More information :
http://support.microsoft.com/kb/186812

18
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The certificate dialog can be hidden if the "Don't prompt for client certificate selection when no certificate
or only one certificate exists" is enabled. To disable it, select the zone where the website is located and
edit the level of the zone by pressing "Custom Level".

Internet Options @

| General | Security |Pri\raq«I I Content I Connections I Programs I Ad\ranced|

Security Settings - Local Intranet Zone @
Select a zone to view or change security settings.

- Settings
@« J
_ s 4 || Display mixed content -
Internet  Localintranet Trusted sites  Restricted © Disable
sites Enable
Trusted sites - Prompt
This zone contains websites that you Don't prompt for dient certificate selection when no certificates or only one certificate exists ]
trust not to damage your computer or < Disable
your files. @ Enable
‘fou have websites in this zone. || brag and drop or copy and paste files
Security level for this zone © Disable 1
Enabl |
Allowed levels for this zone: Al = nebie
_ () Prompt
Medium || Include local directory path when uploading files to a server
- Prompts before downloading potentially unsafe P—
content () Disable
= - Unsigned ActiveX controls will not be downloaded @ Enable
|| Installation of desktop items
1_Niezhla i
4« | 1} | 3
[T Enable Protected Mode (requires restarting Internet Explorer)

*Takes effect after you restart Internet Explorer
Custom level... Default level

Reset custom settings
[ Reset all zones to default level ] Reset to:

[Mediurn-low(default} v] [ Reset... ]

[ OK ] [ Cancel ]

[ 0K ] [ Cancel Apply
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