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System Specifications

Operating system supported are :

e Windows XP, 2003, 8
e Windows Vista, Seven, 2008, 2012

Installing

Run the installer. The user performing the installation must have administrator privileges.

r 5
3] NFC CSP Light Setup = e

Please read the NFC CSP Light License
Agreement

Logon

NFC CSP - Light -
Copyright (C) 2014 My Smart
Logon

1. Preamble: This Agreement
governs the relationship
between the user (hereinafter:
Licensee) and mysmartlogon
whose principal place of
business is France

- - \ ~

[V]T accept the terms in the License Agreement!

Back [ Install ] [ Cancel ]

3] NFC CSP Light Setup = i

Installing NFC CSP Light

smarflegon

Please wait while the Setup Wizard installs MFC CSP Light.

Status:
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1) EID Virtual Smart Card Setu [ Y

Completed the EID Virtual Smart Card
Setup Wizard

]
il

MySmorilogen

Click the Finish button to exit the Setup Wizard.

Launch the configuration wizard

Cancel

-
) NFC CSP Light Setup = | =

Completed the NFC CSP Light Setup
Wizard

Click the Finish button to exit the Setup Wizard.

Launch the smart card manager

Back Cancel

Launch the smart card manager

An Entry has been added by the installer to the start menu :
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'@ Default Programs
[ Desktop Gadget Gallery
(& Internet Explorer Administrator
‘; Windows Anytime Upgrade
':-'z.l Windows DVD Maker Documents
55 Windows Fax and Scan
 Windows Media Center Pictures
@ Windows Media Player
2] Windows Update
<o KPS Viewer
. Accessories
. Debugging Tools for Windows (x86)
. Games

Music

Computer
Date create
Control Panel

, Maintenance
. MWFC C5P Light

£ Smart Card Manager
) Startup
, Windows Kits Help and Support

Devices and Printers

Default Programs

4  Back

Search programs and files 0 | Shut down | »

You can launch the "Smart Card Manager" to create a new Virtual Smart card.

Manage NFC Virtual Smart Card

You can launch the "Smart Card Manager" to edit the content of your smart card or any CAPI
compliant tool, like Internet Explorer or the mmc certificate snap-in. In this documentation, only
the "Smart Card Manager" will be described.

Run the "Smart Card manager" using its shortcut in the start menu. When launched, the manager
will try to read a virtual smart card. The following dialog can be showed if there are no NFC tag
present.

r Bl
Insert Smart Card M

& Please insert a smart card.

oK [ Cancel ] [ Details »> ]

%

Press Details to get more information and wait for a compatible NFC tag.




&% MySmartLogon

Insert Smart Card @

@ Please insert a smart card.

r

Details
Smart card readers: Smart card inserted:
VM Vitual Smart card status:
USBCCID O Asmart card was not detected in the

smart card reader.

ok | [ cancel | [ Detis<< |

A

Important : if you see “Smart card inserted : Unknown”, the NFC tag is missing its registration.
If the tag is compatible and if the tag is still connected to the reader, the registration dialog will
be shown after Cancel has been pressed. This procedure requires to run the program as

administrator.
rInsert Smart Card @1

& Please insert a smart card.

Details

Smart card readers: Smart card inserted:

@ Unknown Card

ViMware Virtual Smart card status:

USECCID O A smart card was detected but is not
the one required for the cument
opergtion. The smart card you are
using may be missing required driver
software or a required certificate.

ok | [ cancel | [ Detais<< |

h

When a registered tag has been found, the OK button will become enabled. Press OK to continue.

In our example, we used a Mifare 1k tag.
f Insert Smart Card @1

@ A smart card has been selected. Press OKto continue.

Details
Smart card readers: Smart card inserted:
@ Mifare 1k
Viware Virtual Smart card status:
USBCCID 0 The card is available for use.

[ ok [ cancel || Detais<<

The program has detected a tag which is not registered but could be use with the
program. Would you like to register it ?

Reader : VMware Virtual USB CCID 1

ATR.: 3B 8F 80 0180 4F OC AD D0 000306 0300

Please provide a name to identify the type of the tag later :

Default tag name

L '&'OK ][ Annuler ]
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If a tag which has not being already configured is being read, the message "the smart card is
empty" will be shown.

L |
The smart
card is empty

£7& Smart card Manager

NFC Smart Card manager

This tool allows you to view and edit the content of your virtual smart card. You can generate a
new self signed certificate, import an existing certificate, request a Smartcard logon certificate or
delete existing certificates.
Click on "Generate” or "Request” to start using your new virtual smart card.

=

[ 1l

k.

The smart

card is empty
’ Generate ] ’ Import ] ’ Reguest ] ’ Delete ] ’ Refresh ]

If you generate, import or request a certificate and if the PIN has not been set, the initialization
dialog will be shown.

£ Smart card Manager

Initialize

= e or
NFC CSP Light |=_-5 M;Smcr'Logon

The smart card has not been intialized. Please enter a PIM to protect the
cryptographic material.

You can set an empty PIN but it is strongly recommended to setup one. You can
4 use any characters induding digits, letters or ponctuation marks.

lo oo ol

Enter a PIN :
Confirm the PIN :
[ Ok ] [ Cancel ]
[ Generate ] [ Import ] [ Request ] [ Delete ] [ Refresh ]

A

.

Enter twice the PIN and the NFC tag will be initialized as a virtual smart card.
Note: the PIN can be empty, but it is recommended to setup a PIN to mitigate software attacks.

Once a NFC tag has been configured, the Smart card manager displays each certificate it has
found.
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r ~
£7= Smart card Manager @
NFC Smart Card manager EEm Smarilogon
This tool allows you to view and edit the content of your virtual smart card. You can generate a
new self signed certificate, import an existing certificate, request a Smartcard logon certificate or
delete existing certificates.
Click on "Generate” or "Request” to start using your new virtual smart card. Advanced
W Adiant Adiant Adiant
H
[
f
H
H
[
H
H
’ Generate ] ’ Import Request Delete ] ’ Refresh
[
T —
Generate

This button will create a self signed certificate. The key length used is 2048 bits.

Import

This button will import a p12 or pfx file. A p12 file includes a set of one certificate and the
associated public / private key pair. This file is protected by a password.

Impaort a certificate with its private key ﬁ

Important note :

Windows denies by default the impart of private keys to smart card. The policies
involved are AllowPrivateSignaturekKeyImport and AllowPrivateExchangekeyImport.

This wizard will temporary alter these policies to import the file. Howewver if this wizard
is not run as administrator, it will fail with the error “Access Denied”,

File : E]

Password :

Ok ][ Annuler ]

M

Request

This button will request a smart card logon certificate on behalf of the current user from the
certificate authority installed on the active directory if it has been installed. The key length is
2048 bits.

Note : The Enterprise PKI component must be installed and the user MUST have the right to
request a certificate using the template Smart Card Logon else an error message will be shown.
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Access denied

Q Access was denied when trying to issue a certificate,

Laok at the "Active Directory Cettificate Services" logs For more infarmation

On Windows XP, the certificate requested for the smart card logon MUST be the first certificate
displayed. If the first certificate has not been requested for smart card logon, the login will fail.

Unlock Computer

Copyright & 1985-2001
Microsoft Corporation

Cancel

Computer Locked.

Q This computer is locked. Only admin2@test. mysmartlogon.com or an adminiskrator can unlock. this computer,

Delete

This button will delete the selected certificates and their associated private keys. This operation
can't be cancelled.

Refresh
This button will refresh the screen if modifications outside of this tool has been done.

10
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Test the compatibility of a NFC card reader

The following tests need that the NFC card reader is plugged, and that a NFC tag is ready
to be read.

1. Test the existance of a PCSC reader

You can test the presence of a minidriver or a CSP by running the command "certutil -
scinfo".

Certutil.exe is a diagnostic tool provided by Microsoft and is installed by default since
Windows Vista and Windows 2003. It must be installed on Windows XP using the
Windows Server 2003 Administration tool pack.

Positive test

There is a smart card (SCARD_STATE_PRESENT) and the ATR is not empty (3b 8f 80
... 00 6a)

B¥ Administrator: CAWindows\system32\cmd.exe |E|EI-£—hJ

C:\Users\Administrator>certutil —scinfo
The Microsoft Smart Card Resource Manager is running.
Current reader/card status:
Readers: 1
A: UMware Uirtual USB CCID B
——— Reader: UMware Uirtual USB CCID @
: SCARD_STATE_PRESENT ! SCARD_STATE_INUSE
: The card iz being shared by a process.

m | s

-Sf 80 B1 80 4f Bc 2@ ©8 PO B3 B6 B3 B 81 B8 e R

688 88 6ba

q rd 4 ] Muware Uirtuwal USE CCID 8
BCardGetCardl ypeProviderName: The system cannot find the file specified. Bx2 (U]
N3Z2: 2>
Cannot retrieve Provider Name for SCardGetCardIypeProviderMame: The system canno
d. Bx2 (WIN3Z: 2>

Done .
CertUtil: —S8CInfo command FAILED: Bx2 (WIN32: 25
CertUtil: The system cannot find the file specified.

C:sUserssAdministrator> -

Negative test

If the smart card resource manager is not running, the following message will be shown :

11
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BX Administrator: C\Windows\system32\cmd.exe

C:sSmartCardMinidriverTestrcertutil —scinfo

The Microsoft Smart Card Re“oulce Manager is not 1unn1ng
llaitForSingleObject: Service is in an unknown st

CertUtil: —-S8CInfo command FAILED: Bx80A781082 (UIN32/HTTP 258>
CertUtil: The wait operation timed out.

C:\SmartCardMinidriverTest>

If the smart card reader is empty, aka if the token is not recognized, or if there are other
readers (in this case our product EIDVirtual) the following output will be produced :

C:\SmartCardMinidriverTest>certutil —scinfo
The Microsoft Smart Card Resource Manager is running.
Current readerscard status:
Readers: 1

B: MySmartLogon Uirtual Smart Card Reader B
——— Reader: MySmartLogon Uirtual Smart Card Reader 8
——— Status: SCARD_STATE_EMPTY

Done .
CertUtil: —-8CInfo command completed successfully.

C:sSmartCardMinidriverTest>

2. Test for the APDU used to catch the card ID
Retrieve the program scarddemo from codeproject.com and run it.

Select the reader you want to test, then click on Open. The connection should succeed if
the previous steps were successful.

Enter the APDU "FFCAQ000000" and click on APDU.

Positive test

The zone bellow the APDU field must change and its content must be terminated by
(9000). The unique ID of the card tested (a Mifare 1k) is FD4D0A31.

12
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{: Smartcard Demo
Y PC/SC Reader/Card operation: Open/Close /Reset/Transmit.

Reader List:
VMware Virtual USB CCID 0

Open

FFCAQ00000]

FD4D0A31(2000)

Negative test

The field bellow the ATR field is not changed. It is like nothing happened. This is related
to the fact that the first byte of the APDU (FF), is an escape command which is in this
case not understood by the smart card reader.

Smartcard Demo
PC/5C Reader/Card operation: Open,Close/Reset/Transmit.

Reader List:

VMware Virtual USB CCID 1

Open

FFCADOOOOO

The specified reader is not currently available for use.

13
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Troubleshooting

Using certutil
Certutil is a troubleshooting tool edited by Microsoft.

Note : certutil.exe is installed by default starting Windows Vista and Windows 2008. Certutil can
be installed on Windows XP by the package "WindowsServer2003-KB304718-
AdministrationToolsPack"

You can run certutil by typing Windows +R

= Run [—Jﬂh

i

=== Typethe name of a program, felder, document, or Internet
resource, and Windows will open it for you.

Open: | cmd -

% This task will be created with administrative privileges.

l | Cancel | | Browse...

Then “cmd” then “certutil -scinfo”

Expected diagnostic of a healthy virtual smart card

C:sUzerssAdministratorsDesktop>certutil —-scinfo
The Microsoft Smart Card Resource Manager is punning.
Current readerscard status:
Readers: 1
B: UMware Uirtuwual USE CCID @
——— Reader: UMware Uirtuwal USB CCID B
gtatus: SCARD_STATE_PRESENT § SCARD_STATE_UNPOWERED

=

3b Bf 88 B1 BA 4f Bc ad OO B8 A3
A8 BA B0 6a

Cannot open the AT_SIGHNATURE key for reader: UMuvare Uirtual USB CCID @

The previous screenshot shows an empty smart card
The smart card is recognized by Windows because the Card name is not empty.
Also the CSP is well set becasue the Provider is "MySmartLogon NFC CSP".

14
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NFC tag unrecognized
A tag not recognized by the system will produce the following output :

C:=~UserssAdministrator~Desktopicertutil —scinfo
The Microsoft Smart Card Resource Manager is running.
Current reader-card status:
Readers: 1
A: UMware Uirtual USB CCID A
Reader: UMware Uirtual USB CCID B
Status:

3b 81 &8 P1 80 898

fAnalyzing card in reader: UMware Uirtuwal USB CCID B
SCardGetGCardTypeProviderMame: The system cannot find the file specified. Bx2 (U1
M32: 2>

Cannot retrieve Provider Name for SCardGetCardIypeProviderMame: The system canno
t find the file specified. Bx2 (WIN32: 2>

Cannot retrieve Provider Name for

CertUtil: —SCInfo command FAILED: Bx2 (WIN3Z2: 2>

CertUtil: The system cannot find the file specified.

(

Look at empty card name)

In this case, the smart card configuration is missing.

Solutions:

Launch the registry editor:

(&

= Run =\

—  Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: -

B This task will be created with administrative privileges.

[ 0K H Cancel || Browse... |

GO0 to SOFTWARE\Microsoft\Cryptography\Calais\SmartCards and create the following registry
keys :

4. SmartCards

.. || Axalto Cryptoflex NET
EIDVirtual
Identity Device (Microsoft Generic Profile)
Identity Device (MWIST SP 800-73 [PTIV])
<Mame of the Tag>

15




BiE MySmartLogon

Mame Type Data
ab I:Default] REG_SZ (value not set)
: REG_BIMNARY 3b &1 80 01 &0 &0
.&KmMuk REG_BINARY ff ff ff ff ff ff
ab| Crypto Provider  REG_SZ MySmartLogon MFC CSP

Copy paste the ATR data which MUST be the same than displayed by certutil.
Then complete the ATRMask. The lenght must be exactly the same than the ATR.

On x64 system, proceed the same on the following registry key :
SOFTWARE\Wow6432Node\Microsoft\Cryptography\Calais\SmartCards
The certutil output will change and display the name of the Tag.

Bl Administrator: CAWindows\system32\cmd exe |£|E‘éj

C:“UserssAdministrator-~Desktopicertutil —scinfo
The Microsoft Smart Card Resource Manager is running.
Current readerscard status:
Readers: 1
A: UMware Uirtual USB CCID A
——— Reader: UMware Uirtuwal USB CCID B
——— Status: SCARD_STATE_PRESENT { SCARD_STATE_UNPOWERED

: Mifare 8k
3L 81 8@ B1 86 80O

Analyzing card in reader: UMware Uirtuwal USB CCID B

= Certificate B
UHuare Uirtual USE CCID 5]
Mifare 8k
= MySmartLogon NFC C8F
Key Container = <(null’ [Default Container]

The smart card resource manager is not running

If the Virtual Smart Card reader is not loaded or if the smart card service is not runing, the
following error will be showed :

BN Administrator: C\Windows'system32\omd.exe _

Theiﬁlcrnﬁnft Smart Cardiﬂeﬂnurce Hanager is not running.
MaitForSingleObject: Service is in an unknown state.

CertlUtil: —SCInfo command FAILED: @x88878182 (WIN3I2-/HTTP: 258>
CertUtil: The wait operation timed out.

C:~EmartCardMinidriverTest>

Causes :

e The “Smart card” service has been disabled
e The smart card reader has been installed

Solutions

e (o to “service” (administrative tools), find the service and start it
¢ Reinstall the program

16
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Using NFCCSP Trace

By default the Tracing tool named "EIDVirtualTrace" is installed in "C:\Program Files\NFC CSP

Light"

. v Computer » Local Disk (C:) » Program Files » NFC C5SP Light

Organize « Include in library - Share with « MNew folder
e -

% Eavorites MName Date m
Ml Desktop %] NFCCSPLight32.dIl 2/2/201
& Downloads £ NFCCSPLogManager 2427201
151 Recent Places §5 NFCCSPSmartCardManager 2/2/201

£ EIDLogManager
NFC Tracing E__;.M smarilogon

Log Level for live trading :

Disable Crash Dump

You can record a trace by clicking on "Enable", doing some actions, then click on "Save the log".

Or you can view live tracing.

e -

gfF Live

2014-02-02 14:01:48, Container::LocateContainer(479) : container (null) NTE_BAD_KEYSET
2014-02-02 14:01:48, Container::LoadContainer(532) : LocateContainer failed 0x80090016
2014-02-02 14:01:48, Container::Load(437) : LoadContainer failed 0x80050016

2014-02-02 14:01:48, Container:: ~Container(40) : free hash and keys

2014-02-02 14:01:48, CPAcquireContext{200) : Load failed 0x80050016

2014-02-02 14:01:48, CPAcquireContext{211) : <— CPAcquireContext FALSE Ox80030016

2014-02-02 14:01:50,CPAcquireContext{45) : —= CPAcquireContext flag 0x00000040

2014-02-02 14:01:50,CPAcquireContext{0) : flag CRYPT_SILENT

2014-02-02 14:01:50, Container::LoadContainer(512) : Trying to load the container <<DEFAULT >>
2014-02-02 14:01:50, Container::LocateContainer(479) : container (null) NTE_BAD_KEYSET
2014-02-02 14:01:50, Container::LoadContainer(532) : LocateContainer failed 0x80090016
2014-02-02 14:01:50, Container::Load(437) : LoadContainer failed 0x80050016

2014-02-02 14:01:50, Container:: ~Container(40) : free hash and keys

2014-02-02 14:01:50,CPAcquireContext{200) : Load failed 0x80050016

2014-02-02 14:01:50, CPAcquireContext{211) : <— CPAcquireContext FALSE 0x80030016

2014-02-02 14:01:52, CreateSelfSignCertificate(111) : Enter

2014-02-02 1#:01:52, CPAcquireContext{45) : —= CPAcquireContext flag 0x00000023

2014-02-02 14:01:52,CPAcquireContext{s5) : flag CRYPT_MACHINE_KEYSET

2014-02-02 14:01:52, CPAcquireContext(70) : flag CRYPT_MEWKEYSET

2014-02-02 14:01:52, Container::CreateContainer (245) : Trying to create the container 8cf2238e-886c-4a60-b920-d491ed435174
2014-02-02 14:01:52, Container::LocateContainer(4&7) : container 8cf2238e-8860-4a60-0920-d459 1ed435174 NTE_BAD_KEYSET
2014-02-02 14:01:54, AskForThelnitislizationPIM(210) : InitializeDialog cancelled

2014-02-02 14:01:54, Container::CreateContainer (343) : AskForThelInitializationPIN failed 0x000004C7
2014-02-02 14:01:54, Container::Create(186) : CreateContainer failed 0x000004C7

2014-02-02 14:01:54, Container::Unload{334) : free this

2014-02-02 1#:01:54, Container:: ~Container(40) : free hash and keys

2014-02-02 14:01:54, CPAcquireContext{188) : Create failed 0x000004C7

2014-02-02 14:01:54, CPAcquireContext(211) : <-—- CPAcquireContext FALSE 0x000004C7
2014-02-02 14:01:54, CreateSelfSignCertificate(129)  CryptAcquireContext 0x000004C7

m

A recorded trace is the preferred way when contacting the support.

17
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If the live trace can’t start, you may have not the permission to run ETW (event tracing). This
happens in large organization were permissions are restricted. You can run Process Monitor on
the tracing process to look for errors.

B Lve

able to start the Dace

Troubleshooting the setup
You can run the msi tracing procedure :

msiexec /i EIDVirtualpackage.msi /L*v log.txt

18
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